	[image: image13.png]European Commites for Sandardzation
‘Comi Européen de Nomalsation
Europaisches Komitee fir Nomung




	CEN ISSS WS/BII
Report on the multipart cross 
border pilot projects and 
recommendations
	Page: 1 (39)


	[image: image12.png]European Commites for Sandardzation
‘Comi Européen de Nomalsation
Europaisches Komitee fir Nomung




	CEN ISSS WS/BII
Report on the multipart cross 
border pilot projects and 
recommendations
	Page: 3 (39)



[image: image14.jpg]



CEN ISSS WS/BII
Report on the multipart cross border pilot projects and recommendations



Version: 1.0



Released: 2009-10-31



Date of approval: 

TABLE OF CONTENTS 
31
Preamble

1.1
Document purpose
3
1.2
Deliverables overview
3
1.3
Document version, contributors and log
4
2
Introduction
6
2.1
Motivation
6
2.2
Objective
6
2.3
Scope
6
2.3.1
Relation to other PEPPOL deliverables
6
3
Generic recommendations for Pilot Projects
9
3.1
Life Cycle Management & Governance
9
3.1.1
Life Cycle Management
10
3.1.2
Governance
13
3.1.2.1
The rational for Governance
13
3.1.2.2
Concerns
15
3.1.2.3
Tool support
16
3.1.2.4
Characteristics of Governance
16
3.1.2.5
High level requirements for SOA Services and applications
19
3.2
ITIL and CMM(I)
19
3.2.1
ITIL
20
3.2.2
CMM(I)
21
3.3
Stakeholders
22
3.4
The European Interoperability Framework (EIF) – overview
22
3.5
Pilot types
25
3.5.1
Proof-of-Concept Pilot
26
3.5.2
Test Pilot
26
3.5.3
Production Pilot
26
4
Recommendations, suggestions and checklists.
27
4.1
Main elements of the Pilot Project(s)
27
4.2
Current status and thus far conducted Pilot work
27
4.3
Challenges
27
4.4
Existing resources
27
4.5
Additional and required resources
28
4.6
Identifiers for cross-border interoperability
28
4.7
Dimensioning sustainability
29
4.8
Recommendations
30
4.8.1
LCM & Governance Checklist
30
4.8.2
Roadmap for executing pilot projects
32
5
PEPPOL pilot use of CEN ISSS WS/BII deliverables
34
5.1
PEPPOL pilot
34
Annex 1 - SOA Services Tool Support
37


1 Preamble

This Report was developed in cooperation between PEPPOL and CEN ISSS WS/BII WG 4, and is aligned with the “Pilot Implementation Plan” of the PEPPOL pilot project (project number 224974). For the purpose of brevity, the “report on the multipart cross border pilot projects and recommendations” will hereafter be referred to as “MCBPR” (multipart cross border pilot projects”).
This report is divided into two main sections:

a) Generic descriptions of the elements that constitute the report 
b) Descriptions, checklists and recommendations applied to and constructed for the PEPPOL project
PEPPOL (Pan-European Public eProcurement Online) is a three-year (May 2008 – May 2011) large scale pilot under the CIP
 (Competitiveness and Innovation Programme) initiative of the European Commission. The vision of the PEPPOL project is that any company, especially SME’s, in the EU can communicate with any European governmental institution for the entire procurement process in an electronic way. To attain this goal, PEPPOL will provide an interoperable environment based on national systems and infrastructures supporting the cycle of eProcurement activities.

The CEN/ISSS Workshop on business interoperability interfaces for public procurement in Europe (CEN/ISSS WS/BII) is established in order to 

· Identify and document the required business interoperability interfaces related to pan-European electronic transactions in public procurement expressed as a set of technical specifications, developed by taking due account of current and emerging UN/CEFACT standards in order to ensure global interoperability;

· Co-ordinate and provide support to pilot projects implementing the technical specifications in order to remove technical barriers preventing interoperability.

1.1 Document purpose

The purpose of this document is to capture recommendations based on best practise that together will assist in successful execution of Pilot projects.
1.2 Deliverables overview

1. Generic elements of the MCBPR
At the core of the MCBPR is a fairly high level description of the elements constitute the first section of the report.

2. Descriptions, checklists and recommendation for MCBPR 
Checklists and pilot specific recommendations are entered in section two of the report.
1.3 Document version, contributors and log
Document Summary

	Document Item
	Current Value

	Status
	Version 1.0
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	Report on the multipart cross border pilot projects and 
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	Version 0.96 
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	0.97
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	0.98
	2009-08-22
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2 Introduction

2.1 Motivation
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“- If a man empties his purse into his head, no man can take it away from him. An investment in knowledge always pays the best interest” (Benjamin Franklin)

A pilot is a way of minimizing risks by taking a first small step towards interoperability related goals. Setting the Pilot objectives and in this context understanding the pilot is essential for risk mitigation. A method gives the best chances for a structured and in-depth understanding of the pilot and the foundation for acting on the objective related evaluation.

The above section has been copied from the Evaluation Guidelines. This report complements the Evaluation Guidelines, the Test Guidelines, The Project Execution Guidelines and the Lessons Learned Report (WG4 CWA) to form a resource to be used for executing pilot projects.
2.2 Objective
The objective with this report is to supplement the deliverables mentioned in the previous section by adding additional recommendations, primarily related to Sustainability issues – Life Cycle Management & Governance. A secondary objective is to provide a few hands-on, pilot specific recommendations that might further add value to the supporting mechanisms requested for pilot support.
2.3 Scope

2.3.1 Relation to other PEPPOL deliverables

The below picture illustrates the relationship and overview level purpose of various guidelines that have been produced by WG4 of the CEN ISSS BII workshop. The “Cost”, “Time” and “Product” are the project-based objective types and “Learning”, “Use” and “Value” are the outcome-based objective types.
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· Pilot Execution Guidelines (Project Template & Project Report Template):
Focus on how the Pilots project will be evaluated, supporting the execution of activities in the best possible way. The guidelines addresses the evaluation of the “How” issue. Guiding objectives are “cost” - whether it came in on budget, and “time”- whether it came in on schedule. 

· Test Guidelines:
Provides a way to evaluate the degree of conformance of an eProcurement interoperability model in relation to the CEN ISSS WS/BII profile structure . The Test guidelines address the “What” issue. The guiding objective are ”product”  - whether the interoperability implementation is conformant with the CEN ISSS WS/BII profiles. (PEPPOL Deliverable 5.1a)
· Pilot Evaluation Guidelines:
Focus on securing that the Pilots based on the CEN ISSS WS/BII profiles are executed in accordance with the pilot objectives. The Pilot Evaluation Guidelines address the “Why” issue. The guiding objectives are “learning” - whether the project helped prepare the stakeholders for the future, “value” - whether the pilot improved efficiency or effectiveness of the organizations, “use” – whether the interoperability implementation and interoperability model and services was usable. The objective is to assure that the expected pilot objectives is met in the pilots. (PEPPOL Deliverable 5.1b)
In addition to the above existing deliverables, the Lessons Learned Report (WG4 CWA) should also be used to capture and summarize pilot experiences. The Lessons Learned Report will typically be used in conjunction with the Test and Evaluation Guidelines.
3 Generic recommendations for Pilot Projects
3.1 Life Cycle Management & Governance
This section describes requirements related to Life Cycle Management (LCM) and Governance of IT solutions in general and the importance of LCM and governance for pilots in particular. Governance and LCM defines as a set of directives and/or process descriptions of those activities needed in order to manage IT resources so that they are controlled and put in to the best possible use. In this case, “IT resources” refers to the capabilities, services, application and/or systems that together form the pilot. Ultimately, the LCM and Governance might refer to the non-functional requirements that have been defined and must be fulfilled in order meet a SLA contract. By cross-referencing, non-functional requirements from the LCM and Governance framework, dependencies between requirements become visible and are more easily maintained.

LCM and Governance are also more or less connected and intertwined. Some of the characteristics mentioned as being part of LCM might using a stricter definition be part of Governance, and vice versa.

“The objective of service-oriented architecture (SOA) governance is to ensure that an SOA strategy delivers maximum value and SOA service life-cycle management is a fundamental SOA governance activity. The three processes within life-cycle management — service portfolio management, service consumption, and service creation — manage the planning, definition, development, and use of services. Tactically, service life-cycle management ensures that each service is of the highest possible quality and used appropriately. Strategically, service life-cycle management ensures that you are building the right portfolio of services to deliver the highest possible business value over time. Understanding the essentials of these processes and how they relate to each other enables architects to guide their firms' SOA strategy toward delivering consistent business value.” 

– Larry Fuller, Forrester

It can be argued that executing pilots based on the PEPPOL architecture and the CEN BII profiles involve more than “just” services. It can also be argued that Governance and LCM are generic and not in any way exclusive to SOA. These objections are valid. But the fact remains that on a generic level many projects and pilots might have failed because the run-time aspects of caring for services where neglected and all focus was mainly on finding out how the technical aspects should be addressed while omitting to analyze and develop LCM and governance mechanisms.

Therefore the LCM and governance requirements of Pilot projects have been given much attention in this report. The goal is to supplement generic non-functional requirements pertinent to any IT solution with those requirements that are especially crucial in order to secure that the Pilots that are to be executed will result in a stable and maintainable PEPPOL platform for e Procurement further down the road.

The elements of public e Procument typically consist of a mix of IT resources run either in-house (in the agency’s own data center) and/or externally (either provided by another agency or a third-party run-time supplier of one or more service(s)). This scenario calls for a framework that makes it easy to enforce the content of the SLA Service Level Agreement (SLA). LCM and governance are two critical cornerstones for the provision of a solid foundation in this respect.

3.1.1 Life Cycle Management

Life cycle management (LCM) and governance are crucial elements in any IT effort that is manifested in something “tangible”, be it documents, source code, web services, entire applications or system solutions. Adding elements to Pilot effort is equally important. It some cases it might even be more important, since a LCM & governance add visibility. Capturing experiences adding those to the Lessons Learned element is probably a lot easier with a LCM & governance framework in place. 
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Figure – elements of LCM, divided into Design Time and Run Time LCM. The use of the work “Service” might be replaced by “Pilot”. The underlying need is the same.
Life Cycle Management (LCM) involves establishing practices with the objective to secure that the governance of core functionality defined by the Pilot in question and its content performs in the best possible way. 

In essence, Life Cycle Management is a best practice expressed as a set of well-defined steps, activities, toll gates, instructions and checklists. 

By establishing LCM, the probability that any IT solution will be managed in the best possible way dramatically increases. Conversely, no LCM might result in situation where the value of IT resources quickly deteriorates. 

 Recommendation:
It is recommended that LCM relies on standards and/or de-facto standards as much as possible, e.g. ITIL v3 (which encapsulates the Service Catalogue concept) – for more on ITIL and CMM, see the “ITIL and CMM” section, below.

For organizations new to LCM, implementing a comprehensive LCM system might however be an overwhelming task. In order to introduce and expand LCM, your organization might need a roadmap that includes a description of what is required (major steps, activities and milestones), in what order the activities should be executed and what routines should be established and what resources are required (and when).

A roadmap might include:

· Assessment (what is the current situation in terms of LCM frameworks already in existence?) including organizational aspects (staffing, responsibilities and training) 

· Analyzing and capturing the requirements for LCM and Governance

· Procuring necessary tool (if required)

· Establishing routines and checklists, preferably based on industry standards

· Implementing Governance tools (if required)

· Successive implementation and usage of /enhanced/ Governance according to prioritized requirements (see the Governance section of this document).

· Establishing a Life Cycle management framework for Pilot Governance

· Continually: refinement and expansion of Governance related efforts and mechanisms as described in the LCM framework

 Recommendation:
When implementing LCM , consider a successive, maturity model based introduction of LCM. When developing and/or implementing elements of the Pilot in the design time part of the LCM wheel, you should plan for subsequent steps in the run time part of the LCM wheel.

 Recommendation:
When developing LCM based on a maturity model, consider de facto standards such as CMMI
 (Capability Maturity Model Integration ) for inspiration and valuable input. It should however be noted that CMMI and other equivalent standards are primarily focused on and useful for organizations developing software as part of the core mission. For organizations consuming (using) IT and running their own IT environment, some parts of CMMI might not be fully applicable. The recommendation is to use the principles of maturity models where applicable, not necessary using any particular models in full. 

Note: Please note that maturity models primarily are used as a method to achieve improved process support in specific areas. 
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Figure
 – An example of a maturity model (Microsoft’s SOA maturity model, one of many maturity models inspired by CMM)

Efforts related to setting up and providing a comprehensive LCM solution should focus on:

· Quality assurance, not only in production but preferably in design time so that test and ongoing quality assurance is built into the solution (i.e. Pilot).

· Rolling out and taking down applications / modules / services in production (i.e. run in the Pilot execution mode)
· Monitoring the status of applications / modules / services
· Maintaining the Pilot portfolio of applications / modules / services
· Finding and organizing the right resources for LCM

· Fine tuning and improving the IT portfolio based on actual usage

When the LCM platform is in place, the successive phases should involve aiming for transparency and visibility to the highest degree possible. Long term, the LCM mechanism should be able to function proactively, e.g. providing forecasts on upcoming peak scenarios (based on past knowledge and audit trails – “business intelligence”), rather than just reacting on situations as they occur.

3.1.2 Governance

3.1.2.1 The rational for Governance

The high level requirements in this section are provided to secure that the requirements of governance of the overall solution for handling documents and workflows are regarded. The generic rational for Governance is to secure that the entities of the Pilot in question are implemented, executed, published, consumed, used in a fashion so that they provide the best possible support for the organization utilizing the services / functionality that the Pilot provide. 

Governance is a critical success element that optimally will provide:

· Support for aligning IT with core operational agendas or mission statement of any particular capability, functionality and/or individual feature /tested in the Pilot/
· Support  for agile organizations that might request composing and recomposing workflows and processes  based on underlying services in response to operational changes, sometimes referred to as “ dynamic IT”

· Management and control of Services

· Audit trail and monitoring mechanisms

· Operational efficiency

Governance is in essence a way to verify compliance. For standards based scenarios such as the PEPPOL pilot, governance obviously becomes more or less self-evident necessity. 

 Recommendation: 
Bordering to requirements that define Test & Quality Assurance is the issue of compliance verification. The requirements for test should be a top priority and tools for compliance verification of standards specified and mandated by the BII framework should be considered. Governance tools in general have some, usually limited built-in functionality for checking compliance (e.g. related to WS standards).

The Test Guidelines and The test tools delivered by the CEN BII workshop should be used to supplement governance efforts. 

Comment: it is important to define “compliance” before defining requirements related to compliance verification through governance. Also – it can be argued that “conformance” is different from “compliance”. The difference might be that compliance is met on a “theoretical” level, whereas an element said to be conformant must met specifications at a practical and technical level. This definition is however not uncontroversial. Other definitions exist. 
Note: For Pilot execution, the need for Governance functionality will vary depending on scope and depending on where the Pilots interfaces are exposed and consumed. For example, if the Pilot is executed in the Stakeholder’s own runtime environment (data center), governance comes into play. If a service is provided through a third party supplier or another agency, the consuming party will instead need to define the service’s (services’) availability, typically through an SLA
. 

Governance is in summary a critical part of securing that IT resources are utilized in the best possible way. For SOA services the need for governance is crucial, since the resources that together form the solution used by the users – in this case e Procurement processes – typically are dispersed and available over multiple organizations and domains, even countries (cross border). For e Procurement solutions, governance is perhaps even more important since the support for the processes of e Procurement involve both technically challenging and operationally critical elements in a distributed environment, inside as well outside the boundaries of the agencies that execute the e Procurement processes. 

The possible vision of reuse (of services), sharing services between different stakeholders, increased transparency and service levels, improved user and functional support while preserving a high level of reliability, usability, performance, availability, security and integrity simply calls for a stable and well-constructed governance mechanism.

3.1.2.2 Concerns

There are a number of issues important to keep in mind when planning your governance efforts:

· Maturity
Governance, especially SOA governance (with reference to the architectural base for the PEPPOL infrastructure), and LCM are still partially to be regarded as “unchartered” territory – remember to investigate the support for WS and process standards when setting up the framework for governance. As the tools mature, the support for relevant standards will probably increase.

· Terminology
The definition of governance, especially SOA Governance and SOA Management, is somewhat fuzzy. The same acronym might be interpreted differently depending on context.  

· Complexity
Defining the boundaries for Governance as well as defining actual requirement is at risk at quickly becoming an overwhelming and complex task. There are, however, means to address the challenges, some of which are proposed in this document.
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Figure– The above picture is included to illustrate the many facets of SOA Governance; this “SOA evolution” diagram places Governance as an element that belongs to the Administration block. Even though the scope for the pilot projects is different, the approach outlined in the figure above could very well be similar. By grouping needs into the suggested blocks – Implementation, Consumption and Administration, it becomes easier to understand how the elements relate. Again, even though the scope above is “SOA”, it is fair to say that almost all elements are valid for pilot projects too.

· Requirements
As pointed out elsewhere in this document, it’s important to base the government framework on requirements (as opposed to any vendor’s product feature list). The important thing is of course what terminology used, but rather that all important and relevant aspects (requirements) of Governance are covered and addressed.

3.1.2.3 Tool support

Providing tools for maintaining run-time services (including providing support for configuration, versioning, catalogues and more) might be crucial to success for LCM and Governance, especially when it comes to services in an SOA.

It is practically and virtually impossible to provide effective governance without tool support.  Whether one or more tools are required depends on the scope and number of requirements related to governance. 

Please refer to Annex 1, “SOA Services Tool Support”, for overview recommendations on SOA Governance. Keep in mind, however, that SOA Governance is just one of many areas where tools might be considered. There are other areas in complex scenarios such as the PEPPOL pilot where tools play an important part in the overall LCM & governance domain – keeping track of Gateways (EU level as well as national level and/or service specific gateways alike) also most likely require tool support. A comprehensive list of all potential alternatives is however out of scope for this report.

./1 - Annex 1, “SOA Services Tool Support”.

3.1.2.4 Characteristics of Governance

Important characteristics of governance features include:

· Application / Service portfolio – the portfolio concept might encompass providing tools for:

· Service / application detection (through registry mechanisms such as UDDI), supporting service consumer discovery and more.
· Rolling out and taking down services / applications in a controlled fashion

· Contingency strategies

· Configuration management and versioning

· Services / application repository / registry, preferable divided into 

· Business Services catalogue (end user view of the services)

· Technical Services catalogue 

· End-to-end-visibility – in order to measure the services levels in terms of efficiency, usage and availability, typically governed by a Service Level Agreement (SLA) we need to be able to formulate requirements pertinent to:

· Identifying, describing and maintaining dependencies between services

· Note: The SOA architecture of the PEPPOL pilot relies on a multi-tier division of services and gateways in a cross border scenario. Even though a single service might be consumed through a self-describing interface, it is not entirely sure that the dependencies that provide support for workflows are part of the service’s interface. Therefore keeping track of service dependencies is a critical aspect of governance. An uncontrolled breakage of linked services might otherwise create inadvertent negative effects on the availability of user functions.

· Identifying bottlenecks

· Visualization of services and applications
· Governance in design as well as run time. 

· The requirements must address both design time (development) and production (run-time) conditions

· Governance becomes typically more important when the service (one or more) has been commissioned into production. 

· The earlier governance of run-time services is set up, the greater chance that the governance mechanisms will provide the right level of support.

· Measurement

· At the core of governance is the ability to measure the characteristics of the object subject to governance (in the case of a pilot, typically an individual capability that is tested in the pilot). Examples of issues that need to be addressed are:

> Are all my services in compliance with /the CEN BII profile architecture/ now? 

> Is user data encrypted? 

> Does the service have the right security policies in place? 

> Are the business rules being enforced?

· Before measuring individual objects, you obviously need to capture what objects are candidates for measuring and to manifest these as requirements. 

· Set the metrics early on.

· Enforcement

· As mentioned above, end-to-end visibility and control over business processes are critical to enforcing business and IT rules, reporting on them, and having the ability to do something about them in real time. Specifically, when governance guidelines are enforced, a runtime system can dynamically react to business opportunities or IT issues to directly impact the bottom line.

· Enforcement means securing that the government mechanisms are in fact used to govern the usage of IT resources. 

· Process

· Systematically tracking governance violations and tracing their causes facilitates a lifecycle approach in which organizations are able to quickly fix and address breaches as early as possible. Runtime governance plays a crucial role as the last line of defence and is designed to protect the company and the IT system. By carefully coordinating development governance (i.e., the UDDI registry) and runtime governance, organizations can build a world-class governance initiative with each party doing its part at the proper time.

· It also recommended that the government process itself is built into the development and run-time environment, preferably at the inception of the effort at hand.

3.1.2.5 High level requirements for SOA Services and applications
The listed requirements are valid for scenarios where the organization will run the SOA services within their own IT ecosystem. 

For services consumed and provided externally, the focus changes. For services provided by a third party, the SLA is used to define the requirements that will secure the requested / necessary service levels. 

1. Service / application detection

2. Service / application registry / repository

3. Service / application monitoring

4. Versioning

5. Dependency check

6. Notification

7. Security administration

8. Policy management

9. Integration capabilities

10. Visualization

11. Policy validation

12. Policy management

13. Service roll out and decommission management

14. Transactions

15. Error handling

3.2 ITIL and CMM(I)
As mentioned in previous sections, ITIL and CMM, might be consider to provide insight and roadmaps when setting up the necessary support in the area of LCM and governance. A quick walk through of ITIL and CMM is provided in this section
3.2.1 ITIL

Definition of overview content and definition as provided by Wikipedia:

“The Information Technology Infrastructure Library (ITIL) is a set of concepts and policies for managing the Information Technology (IT) services (ITSM), developments and operations. ITIL gives a detailed description of a number of important IT practices with comprehensive checklists, tasks and procedures that any IT organization can tailor to its needs. ITIL is published in a series of books, each of which covers an IT management topic. The names ITIL and IT Infrastructure Library are registered trademarks of the UK’s office of government commerce (OGC).”

The purpose of ITIL is to provide checklists, definitions and recommendations for IT operations and services based on practical experiences gathered over a long period of time. 
The ITIL framework is a comprehensive set of guidelines that cover the following areas:
· Service Strategy 

· Service Design 

· Service Transition 

· Service Operation 

· Continual Service Improvement (CSI) 

· Service Support 

· Service Desk / Service Request Management 

· Incident Management 

· Problem Management 

· Change Management 

· Change Management Terminology 

· Release Management 

· Configuration Management 

· Service Delivery 

· Service Level Management 

· Capacity Management 

· IT Service Continuity Management 

· Availability Management 

· Financial Management for IT Services 

· Planning to implement service management 

· Security Management 

· Infrastructure Management 

· ICT Design and Planning 

· ICT Deployment Management 

· ICT Operations Management 

· ICT Technical Support 

· The Business Perspective 

· Application Management 

· Software Asset Management 

· Small-Scale Implementation

The entire ITIL framework is quite comprehensive and covers areas that might not all be relevant to pilot scenarios.

However, many of the aspects of ITIL are still applicable for the Pilot Production (especially) pilot types. Going through the ITIL framework and applying individual elements of ITIL is out of scope for this report, but it is recommended that further analysis and usage of ITIL as guidelines for setting up LCM and governance is considered. As with any framework, the constituents of ITIL should however be selected according to the domain and scope of the pilot.

3.2.2 CMM(I)
As with ITIL, CMM might be considered as a guiding mechanism when analyzing and setting up the LCM and governance platform for pilots in terms of process support. CMM is a maturity model that aims at creating result in a step wise and controlled fashion, providing clear and obtainable goals for each step in the model. CMM provides tools to understand how any process can evolve from a unreliable and uncontrolled state to a managed, measured and constantly improved state.



Figure – charactertistics of the Maturity level (source: Wikipedia)

CMM and its predecessor CMMI relate to two main objectives:

1 – To provide insight on where an organization, a project or – in this case – a pilot is at given point of time; “how far” have we gone given the expected length or duration...

2 – To provide a roadmap that tells us what we need to do to reach the next and ultimate level.

At the core – again, CMMI is about process improvement. In a pilot context, it might be used to expose the current status and to explain how much remains until the pilot has been satisfactory executed according to the defined goals. In this context, CMMI can also be applied to detect, analyze, collect and summarize capabilities necessary for LCM and governance and how these capabilities should ultimately be composed to provide the necessary support in this space. Using the above figure, each level defines those LCM and governance capabilities when need to have access to in order to execute the pilot in the best possible way.

3.3 Stakeholders
The role of the stakeholders is important, it must be clear who sets the goals and objectives of the pilot, and what role do they play in the pilot and why these objectives are important. This will clarify who the stakeholder is and what kind of pilot that is being executed. We will consider three types of stakeholder in an interoperability model pilot:

· Pilot owner – are the sponsors of the pilot

· Pilot participant – are the active participants in the pilot 

· Pilot customer – are the future users and implementers of the interoperability model

3.4 The European Interoperability Framework (EIF) – overview

The European Interoperability Framework version 2.0 should be used for categorizing the Pilot Objectives, it gives an indication if the objectives as a whole are focused. 

The European Interoperability Framework (EIF), an initiative run by IDABC (Interoperable Delivery of European eGovernment Services to public Administrations, Business and Citizens). Using state-of-the-art information and communication technologies, developing common solutions and services and by finally, providing a platform for the exchange of good practice between public administrations, IDABC contributes to the i2010 initiative of modernizing the European public sector. IDABC is a Community program managed by the European Commission's Directorate-General for Informatics. 
The main objectives of the EIF are:

· To serve as the basis for European seamless interoperability in public services delivery, thereby providing better public services at EU level;

· To support the delivery of PEGS by furthering cross-border and cross-sector interoperability;

· To supplement the various National Interoperability Frameworks in the pan-European dimension.
The EIF is related to the Pan-European eGovernment Services (PEGS) initiative, where the EIF provides the framework for interoperability.

The EIF is intended to be part of the set of interoperability guidelines documents and initiatives conducted under the auspices of the IDABC Program which aims at providing guidance and infrastructure services to PEGS stakeholders and developers.

The figure below shows the relationships between the various IDABC documents/initiatives and related processes: the European Interoperability Strategy (EIS), the European Interoperability Framework (EIF), the European Interoperability Architecture Guidelines (EIAG) and the European Interoperability Infrastructure Services (EIIS), and their relation to the PEGS process development. These artifacts collectively provide the basic technical requirements of consumers of eGovernment services, cover the lifecycle from strategy through to operations, and provide IT vendors and suppliers with reliable information on their costumers' needs in this area.
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A systematic approach to the governance of Interoperability at EU-level must be taken in the future and concrete goals specified and reached. To this end, a "European Interoperability Strategy" (EIS) will be established in order to provide the basis for defining the organizational, financial and operational framework necessary to support cross-border and cross-sector interoperability as well as the exchange of information between European public administrations. This should ultimately enable the more efficient delivery of improved public services (PEGS). The EIS is currently under development, and is expected to be completed by the end of 2009.

The goal is to define and agree on a focused set of actions at EU level on what are the most effective and efficient means to rapidly deliver more and better PEGS to Citizens and Businesses, and also to improve collaboration between administrations in order to implement community legislation. The EIS will include long term planning information for prioritized and coordinated actions as well as the associated funding requirements. The EIS must contribute to meeting the new challenges, in particular government transformation. The EIS is intended to facilitate the achievement of such transformation at the European level. It must have the strong support of policy makers who are active in efforts aimed at transforming governments at national level in order to ensure that the necessary EU level transformations are also possible. The EIS will in effect make explicit several items which were implicit before. Some minor revisions to the EIF may be necessary once the EIS has been established.

Looking at cross-border interoperability as a layered model, the EIS will be at the highest level. The EIF defines the general rules and principles for governance and conception and will be complemented by a National Interoperability Framework Observatory (under development) and the definition of a Common Assessment Method for Standards and Specifications (under construction). The Architecture Guidelines (to be revised by the end of 2009) provides structured guidance for implementation. The lowest level concerns the operational infrastructure services (s-TESTA, PKI, SEMIC, etc.) provided at EU level to all Member States across all sectors. The EIS serves to steer the entire layered model and associated efforts by setting strategic priorities and principles. 

Note: The above text has been excerpted from the EIF 20.PDF document, dated 15/07/2008.

In terms of providing input to the Evaluation Guidelines, the EIF models provides the tools for setting the Pilot Objectives that are relevant and addresses interoperability issues in a focused way. 
Examples of EIF models are:

· Description of Interoperability levels.
Description of the Generic Public Services Conceptual Model (GPSCM) 

· Description of cross-border issues

· Open Standards and technical specifications

[image: image8.emf]
The EIF 2.0 Interoperability Level Model helps in clearly stating the Pilot Objectives i.e. at what levels is the pilot aimed at reducing risks before full production. 

For further reading and information, see http://ec.europa.eu/idabc/servlets/Doc?id=31597. 

3.5 Pilot types 
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Figure – This figure shows how the various pilot types are related; the Proof-of-Concepts provided input to the Test Pilot that in turn provides input to the Production Pilot. The various pilots are executed partially in parallel. The feedback loop includes creating tests at the previous level if needed. Over time the complexity and scope of the pilots will increase as crucial elements are verified through PoCs and test pilots. Alongside the actual pilots, the pilot infrastructure is created and in itself subject to test through the pilots. The various elements shown at the top of the figure are supporting and guiding elements, existing to supplement and support the core pilot activities.
The objectives determine the type of pilot to be executed. Three different types of pilots are considered: 

1. Proof-of-Concept (PoC) Pilot – This pilot type involves an artificial (virtual) setup, and will not create production ready solutions. The PoC pilot is mainly a learning and feasibility study on one or more issues on one of the EIF 2.0 interoperability levels. The purpose might only be to verify a single key functionality or feature, typically those indentified as being critical to the ultimate success or identified as high risk function.
2. Test Pilot – Artificial setup, but in principle production ready. Mainly for adressing issues on more EIF 2.0 interoperability levels.

3. Production Pilot – Real life set up, but not rolled out. Mainly for adressing issues on all EIF 2.0 interoperability levels.

3.5.1 Proof-of-Concept Pilot
· Narrow scope – only one part of an interoperability level in EIF 2.0 is addressed (technical, semantic, process).

· Artificial setup – there’s no impact on organizations and its production system when running the interoperability model.
· Still old processes in production

· Interchange of information is one to one

· Small number of participants

· No focus on quality

· Short lifetime of pilot (less than 1 months)

3.5.2 Test Pilot

· Medium scope - Not all interoperability levels in EIF 2.0 are addressed (technical, semantic, process)

· Artificial setup – there’s no impact on organizations and its production systems when running the interoperability model.  

· Still old processes in production

· Interchange of information is one to many (or many to one)

· Small to medium number of participants

· High focus on quality (testing)

· Medium lifetime of pilot (1-3 months)

3.5.3 Production Pilot

· Large scope - All interoperability levels in EIF are addressed (technical, semantic, process, organizational, legal)

· Real life setup - impact on organizations and its production systems when running the interoperability model.  

· No parallel (old) production processes

· Interchange of information is many to many 

· Medium to large number of participants

· High focus on quality (testing)

· Long lifetime (3-12 months)

4 Recommendations, suggestions and checklists.
This section provides some pilot recommendations based on generic best practise when conducting pilots. The recommendations are also partially presented based on experiences made thus far in the ongoing PEPPOL pilot project.
4.1 Main elements of the Pilot Project(s)
The pilot types have been described in section 3.5, above. Each pilot that is executed with a specific purpose. Typically, pilots executed in the early stages of the pilot project target at eliminating any risk areas related to technically challenging elements. As mentioned previously, insight and continuous mitigation of risks and potential bottle necks (both in terms of technical and project progress bottle necks) are important goals and the underlying incentive for dividing the pilot effort into several types of pilots.
4.2  Current status and thus far conducted Pilot work
The PEPPOL pilot is underway and making good progress when this report is finished (November 2009). The main focus has been to establish a infrastructure for moving electronic documents between member states of the EU. In parallel, the efforts of the CEN BII workshop has been closely monitored and in some cases involved participation from members of the various working groups of the PEPPOL project. Currently, pilots for testing elements of processes supported by the PEPPOL e Procurement framework are being set up. 
4.3  Challenges 
Among the challenges thus far identified we find:
· Communicating the ongoing work in the PEPPOL pilot to secure adoption and awareness among the stakeholders

· Technical challenges 

· Coordination and planning

· Knowledge transfer and analysis of executed tasks

· Measuring and securing that the requirements are satisfied 

· Uneven involvement from EU member states

The above challenges are not only expected, but also fairly generic. It is also important to point out that all challenges are being addressed. 

4.4 Existing resources
The PEPPOL pilot is organized as “work packages”. Each work package has a clearly defined focus. Apart from the formalized resources funded by the EU commission, unfunded work is also done by various interest groups, such as vendors, vertical organizations and standards organizations. Given the scope of the PEPPOL pilot and the expected impact of the outcome of the pilot, secondary (implicit) involvement can be expected on a significant scale as the pilot progresses.
4.5 Additional and required resources

At this point, it’s not yet clear whether additional resources are required to cover for the present and indeed future work load imposed on the PEPPOL pilot. It can however be expected that new possibilities, both of an operational nature as well as of a technical nature might create new demands for additional resources further down the road.
One area that has “created a lot of noise” as of late is of course “Cloud Computing”. The “Busdox” infrastructure in a way represents a Cloud based solution, but the potential of the Cloud’s all aspects still remains to be investigated and can as such constitute a future call for new, additional resources.
4.6 Identifiers for cross-border interoperability
Processing and sending of electronic documents in open systems require several precise identifiers, like for legal responsibility, accounts, ordering person, etc.  Some will need to be shared and therefore subject to agreed interpretation, maintenance and processing.   

Identifiers for legal and natural persons are national, verification of correct quality and possible attributes across borders call for dedicated efforts and resources.

It is therefore important to identify and agree on the identifiers used in the business process subject to pilot efforts. In cases where no identifier scheme exists (the publishing agency or type of identifier) for the identifier in question, the type of identifier has to be agreed on between trading partner or within a larger community. Issues to address include (but are not limited to):

1. What is to be identified, legal responsibility, site, account – reference to IG and/or  ontology

2. Usage and legal, semantic, technical or organisational constraints

3. Should it be possible to verify its existence or other qualities?  Y/N
A positive answer should probably lead to need for an ISO 6523 conform solution or the use of maintained code lists.

4. Should it display information understandable for humans, like date of birth, sex or age? Y/N

5. Should it be shared for reuse by other systems:

a.  Internally  



I

b. within a closed group , 
like a trading relationship

C

i.  domestically 


D

ii. Across European borders
E

The answers to these questions help to conclude whether an existing identifier should be selected or a new one needs to be defined and agreed within its user community.

Identifiers are needed for the pilot projects, and the topic should be considered and potentially organized as part of the support to pilot projects implementing the technical specifications.

4.7 Dimensioning sustainability

This section describes the requirements related to sustainability and maps the requirements to the actual needs taking the general principles of LCM & Governance into account. The text below is partially excerpted from the Evaluation Guidelines.
· Sustainability - does the product (interoperability model, building blocks) have a future? It is relevant to consider:
· Sustainability of Legal alignment
· Sustainability of Organizational alignment
· Sustainability of Semantic alignment
· Sustainability of specific Technical alignment
· Sustainability of generic Technical alignment
· Optimizing the governance model – Is the pilot experiences used as adjustments to the governance model?
· We need to test governance model
· We also need to improve and update the governance model

· A maturity approach to sustainability – identifying the capabilities and adding capabilities according to CMMI (se earlier sections for more on this topic)
· Setting up LCM & Governance for pilots

· Recommendations on LCM & Governance taking the actual needs for each pilot type into account
· Using ITIL principles accordingly

· ITIL can be used as a backdrop or checklist to set up LCM & Governance
· Testing the level of quality of LCM & Governance in the 

· Description of how to monitor the level of quality in terms of LCM & Governance

4.8 Recommendations
Multipart cross border pilot projects require ongoing monitoring and auditing of the various activities to be executed to secure that the pilot is done in the best possible way and with the best possible outcome. This section provides two checklists to be used “as is” or, preferable, as the foundation of elaboration and completion.
4.8.1 LCM & Governance Checklist
The purpose with the checklist is to provide a list of activities and deliverables / mechanisms that should be considered when executing pilot projects related to LCM and Governance. 
When using the checklist different pilot types should be considered, as the need for LCM and Governance obviously is dependent on the type of pilot in terms of size and criticality.
Note: the “checklist” is to be regarded as an example to be closely inspected, elaborated and if necessary modified and expanded to fit the requirements related to LCM & governance for the pilot at hand.

1. Consider using the ITIL framework as the foundation when analyzing requirements, dimensioning and setting up the LCM & governance structure, dividing the work effort based on the following areas

· Service Support 

· Service Desk / Service Request Management 

· Incident Management 

· Problem Management 

· Change Management 

· Change Management Terminology 

· Release Management 

· Configuration Management 

· Service Delivery 

· Service Level Management 

· Capacity Management 

· IT Service Continuity Management 

· Availability Management 

· Financial Management for IT Services 

· Planning to implement service management 

· Security Management 
Note: for PoC pilots, most attention should probably be given to capturing how well the PoC pilot executed. Unless the scope of the PoC is to test the actual level of quality of the Service Delivery element, this part of LCM & Governance is probably less relevant when conducting PoC Pilots. For pilot production scenarios, all of the above areas should be considered.
2. Based on the findings made in the previous section analyze the actual requirements for LCM & governance for the pilot at hand, considering:

· Versioning

· Low level monitoring (infrastructure) of message flows, error conditions, dependencies

· High level monitoring of usage, functional and logical error conditions

· Scope and objective of the pilot

· Known technical or otherwise operational / business related challenges

· Resources (budget and people)

· Criticality

· Contingency planning and instructions for mitigating risk

· Time line and relation to high level planning

· Need for specific tool support (if any)


3. Create a “baseline” document for LCM & governance for the pilot at hand stating the 

· Activities

· Workflows

· Information entities

· Responsibilities

· Expected outcome

· Dependencies

· Risks

4. Distribute and start using the LCM & governance system


5. During the execution of the pilot, make sure to capture not only the pilot specific experiences, but also how well the LCM & governance platform supported the identified requirements.


6. At the pilot retrospective, make sure to fine tune and modify the LCM & governance platform with the goal to make it more effective when used again.
4.8.2 Roadmap for executing pilot projects
The below process flow chart depicts a general checklist for executing e Procurement collaboration pilots. The actual content is however applicable for many types of pilots. 
Please note the flowchart focuses on the supporting, guiding resources available through the CEN BII workshop (WG4 / WG3 CWAs). The usage and implementation of CEN BII profiles is not covered by the flowchart.
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Figure – flowchart for executing pilots, focusing on the usage of supporting resources and considering e Procurement as the target domain for the pilot
Flowchart Legend:

· Analyze current capabilities and restrictions given the current e Procurement platform for:
· Supplier
· Customer
· Create a basic supplier profile considering the level of IT support and maturity and taking into account the scope of the Pilot to be executed
· Analyze accounting systems to identify typical volume suppliers and generate a report that lists foreign suppliers
· If possible – coordinate the supplier list with other PEPPOL pilot participants (goal: identify suppliers that might have multi country presence in terms of delivery of services and goods)
· Generate a list of contacts at the identified suppliers
· Produce information package for pilot participants with motives and incentives (done in parallel) - purpose – to provide information about rules, regulations, possibilities and options (product and services list), specification (for custom solutions)

· Localized

· Considering local market

· Build step-by-step instructions, using existing checklist where applicable

· Describe existing tools and resources

· Contact a selection the typical volume suppliers

· Set up a test center / verification process, publicly available

· Use existing guidelines for Evaluation and Test (WG4 deliverable)
· Use existing toolbox for document verification
· Ongoing: monitor and audit the steps executed

· Ongoing: document Lessons Learned using the Lessons Learned report (WG4 deliverable)
· When the pilot is finished, update the supporting resources wherever applicable according to experiences made during the pilot execution phase.

5 PEPPOL pilot use of CEN ISSS WS/BII deliverables

5.1 PEPPOL pilot
The PEPPOL (Pan European Public Procurement OnLine) pilot project is an ICT PSP Theme 1 project with the aim of creating impact on Government to Business eProcurement in Europe. 

The CEN ISSS WS/BII CWA’s and the sub deliverables have contributed to the development of a lifecycle model for the PEPPOL pilot i.e. the management, planning and execution of the pilot project. Also it has contributed to the development of a sustainability model for PEPPOL i.e. future governance and life cycle management of a Pan European Public Procurement community.

There has been a strategic cooperation between PEPPOL and CEN ISSS WS/BII and the following describes the impact of CEN ISSS WS/BII CWA’s in and the PEPPOL project.

CWA CEN ISSS WS/BII part 1

· Profile architecture

· PEPPOL has used the BII architecture to make it easier to understand and discuss the concepts and logics behind the profiles.

· Profiles

· PEPPOL is basing its alignment on the organizational and semantic interoperability level on these profiles.

CWA CEN ISSS WS/BII part 2

· BII CCL Mapping

· For PEPPOL it is important that UN/CEFACT standards and UBL specifications will be harmonized, and in the future merged. The convergence towards one standard will ease the lifecycle management.
CWA CEN ISSS WS/BII part 3

· Document management

· PEPPOL has currently not used this deliverable. During the construction phase, this deliverable will set some functional and non-functional requirements to the use of profiles

· Conformance testing

· Together with part 4 – test guidelines, this sets the platform for being able to enter the PEPPOL interoperability community

· Governance

· Is used by PEPPOL in the current work on a sustainability model.

· Transport infrastructure

· Forms the basis for PEPPOL infrastructure on the technical interoperability level

· Digital signature

· Is being used as an alignment between the CEN ISSS WS/BII perspective and PEPPOL WP1 – e Signature perspective.
· Virtual Company Dossier

· Is being used as an alignment between the CEN ISSS WS/BII perspective and PEPPOL WP1 – VCD perspective.
· e Catalogues

· Is being used as an alignment between the CEN ISSS WS/BII perspective and PEPPOL WP3 – e Catalogue perspective.
· Tender submission

· Is being used as an alignment between the CEN ISSS WS/BII perspective and PEPPOL pre-Awarding perspective.
CWA CEN ISSS WS/BII part 4

· Test Guidelines
· Will set the foundation for testing of Profiles in PEPPOL in the construction phase, and be part of the PEPPOL sustainability model.
· Evaluation Guidelines
· A plan for the evaluation of the PEPPOL pilot is being developed, based on this methodology
· Project template for execution (Pilot Execution Guidelines)

· Project report template
· Not currently in use in PEPPOL, but will  
· Multipart cross border e Procurement pilot (this document)

· Used to capture and summarize generic pilot execution recommendations. Will primarily be used to add guidance on Sustainability and pilot execution issues in the PEPPOL pilot.
· Lessons Learned Report (the actual CWA)

Annex 1 - SOA Services Tool Support
This annex is included as an example of a type of tool to be consider for pilot projects. Even though the target for the SOA governance tools are SOA services, many, if not all, features of SOA governance also apply for applications and other IT solutions, hence the use of “Governance” instead of “SOA Governance” in the section below.

The profile of Governance Tools 

When evaluating and selecting tools, at a minimum the following characteristics will probably need to be part of the tool(s) selected:

· Service / application provider discovery 

· Service / application consumer discovery 

· Integration with service registries 
Example of vendors providing service registries and their respective offerings are:

· HP Systinet ,

· Oracle Registry/Repository, 

· Software AG’s CentraSite Governance Edition 

· Flow mapping and service dependency tracking (both upstream and downstream) 

· Ill behaving service / application elimination

Further characteristics that meet the requirements of Governance are listed below. 

Forrester defines SOA management Governance tools as follows:

“Software infrastructure to ensure that the production operation of SOA-based services delivers on quality of service (QoS) expectations for technical performance and availability and, optionally, on QoS for security, business operations, and general policy compliance”.

Vendors

The number of vendors providing tools in the SOA Governance space is growing, which is illustrated by the below “Magic Quadrant” showing SOA management solutions vendors from Gartner (as of March 2009).
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The players include (but are not limited to) AmberPoint, BEA Systems, CA, Hewlett-Packard (HP), IBM, Microsoft, Oracle, Progress Software, SAP, SOA Software, Software AG, Sun Microsystems, TIBCO Software, and Vitria Technology.

The challenge here is to compare the various offerings (products), since the support for Governance elements might vary from one product to another. Adding to the confusion is the fact that a lot of vendors use different monikers for the various elements of their products, which of course makes it additionally hard to compare the governance products easily. Some of the products are “pure play” i.e. stand-alone SOA governance / management products (SOA Software, Amberpoint, Software AG for example). Other vendors have integrated SOA management into a comprehensive solution for managing all IT assets and infrastructure (CA, HP, IBM for example).

 Recommendation: 
Base any comparison on features based on the actual governance requirements specific for the Pilot, given scope and type of pilot.

/SOA/ Governance tools are sometimes referred to as “SOA management solutions”, “services management solutions” or even “Web Services management solutions”, further adding to the confusion. 

Comment: Any solution that provides support for Web Services (WS) exclusively should probably be avoided, since SOA involves and concerns much more than WS. The same comment might be valid for SOA management, but there are /still / enough reasons to allow a delimitation of Governance to SOA related objects.

 Recommendation: 
When shopping for the right governance tool support, base the purchase on the needs of the Pilot(s) and the general architectural and non-functional requirements (expressed in the CEN BII framework) and consider if possible a tool that makes it easy to “scale up” and “scale out”. The tool (or tools) should have room to grow and preferably be in itself loosely coupled, allowing for exclusion and inclusion of functionality as the organization’s needs change. Avoid looking at governance tool support based on “feature specifications” and from a “the tool in place will solve our problem”-perspective. 

 Recommendation: 
Before selecting the tool support for governance, consider the “best of breed” and “on stop shop” dimension: given the requirements, do we need the best possible solution(s) for each element of governance or will it serve our needs better to find a single solution, albeit this might result in not having a complete coverage of functionality? There is no one right answer to this question, but it’s important to raise the question.

 Recommendation:
When capturing the requirements related to governance, using “what-if”-scenarios is a valuable technique the helps in identifying critical requirements. 

Example:
1. If there are ten consumers of a given service or function exposed in the pilot running, how will the eleventh impact the other consumers? 
2. How much service capacity is available for new consumers wishing to access my service? 
3. A service response time averages one second (1s). Are my ten service consumers satisfied? 
4. We have been developing support for a requested capability, and it has been transitioned to /pilot/ production. I want to move my development server to a new project. Is anyone still using it? 
5. I’ve created a new function that support a requested capability, but I’m not sure how useful it is. Who in the targeted organization is using it and what are they using it for? What requirements specify the capability and how do we measure success?
6. I’ve developed a simple function, and it’s being used so much that I have to add more capacity. But I don’t have budget to add capacity. How do I track and bill infrastructure and additional development to those using the service in a consistent and fair manner?

Note: The above adopted and modified questions have been excerpted from the Progress Actional’s whitepaper” Why runtime Governance is critical for service based applications”.

By using “storytelling” or questions similar to the ones above will assist in capturing governance requirements..

� � HYPERLINK "http://ec.europa.eu/cip/index_en.htm" ��http://ec.europa.eu/cip/index_en.htm�


�	 This step might include looking at the capabilities that the Pilot is to support within the domain, in this case for e Procurement. The capabilities are most likely already in place, but their might still be a good idea to align the capabilities with the request for Governance. In this case, the capabilities will require that information and processes are supported through solutions based on the CEN BII profiles. ”Capabilities” involves looking at mission statements, existing resources (people / IT) by using heat maps or similar methods.


�	 Maturity models exist for other IT domains, such as Information Maturity Models, Architectural Maturity Models and more. The common denominator is that the concept of a controlled and successive development of the capabilities in the domain (domain being e.g. LCM, information, process etc.). Many vendors provide their own version of standard maturity models, e.g. Microsoft’s SOAMM (SOA Maturity Model) or Infrastructure Optimzation Model (see � HYPERLINK "http://www.microsoftio.com/"��www.microsoftio.com�).


�	 The example is not provided in order to promote Microsoft’s maturity model. The sole purpose is to illustrate one way of addressing the need for a maturity model. Again – other offerings from other vendors exist as well.


�	 For the individual service provider it is however important to establish Governance in order to secure that the conditions of the SLA are met.


�	 The process is established and maintained through Life Cycle Management, please see the Life Cycle Management section for further information.





[image: image12.png][image: image13.png]_1320479228.vsd
�

�

�

�

�

Start Pilot


Analyze 
- Supplier
- Customer


Capabilities
Uncovered?


No


Create user profile


yes


Create information
package


Set up verification process (test)


Analyze accounting system


Generate list of foreign suppliers


Generate list of contacts


Contact volume suppliers


Ongoing: Test & Evalution


USE: Test & Evaluation Guidelines


Test Guidelines


Evaluation Guidelines


Ongoing: Monitor & Audit


USE: LCM & governance mechanisms


End Pilot


Supporting material updated?


Ongoing: capture experiences


USE: LCM & governance mechanisms, 
Lessons Learned


Lessons Learned


Update supporting material


No


Yes



