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1. Preamble

The purpose of the CEN/ISSS Workshop on Business Interoperability Interfaces for Public Procurement is to provide a basic framework for technical interoperability in pan-European public procurement electronic transactions, expressed as a set of technical specifications compatible with UN/CEFACT in order to ensure global interoperability, using the NES and CODICE customizations of OASIS UBL 2.0 as its starting point. 

In order to help the adoption and wide use of the specifications by contracting authorities and businesses, the workshop will include in its deliverables reports on requirements for tools that ensure interoperability in electronic public procurement. 

Working Group 3 focus will be to identify and prioritize the requirements for tools or standards for the different needs (validation, output, input, digital signature, storage and exchange of XML documents) and everything around the document content and business processes



The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",  

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC 2119]
. These keywords are capitalized when used to unambiguously specify requirements. When these words are not capitalized, they are meant in their natural language sense.
2. Introduction 

The specifications and recommendation put forward by this workshop as a CWA could be described as a CEN BII eProcurement Framework (BII Framework). The purpose of the CWA is to ensure that instances of eProcurement Frameworks are interoperable. It must be possible to integrate / connect BII Frameworks with each other with as little complications as possible. This is important because private companies and government institutions wants global reach or at least European reach. Most entities are only interested in connecting to one single BII framework Instance. If BII framework instances are not connected, private companies and government institutions may have to connect to several BII framework instances. This is off course a costly and not very attractive situation. 

A CEN BII Framework Instance is an implementation of the CEN BII eProcurement Framework. An instance is a compliant BII Framework Instance if it adheres to the standards and recommendations of the CEN/ISSS WS BII. 
The purpose of this document is to analyze and list requirements to the governance set-up needed for the continued maintenance of the specifications from this workshop and the governance set-up needed by BII Instances.
2.1
Governance definition

Governance has been defined as "rules, processes and behavior that affect the way in which powers are exercised…. particularly as regards openness, participation, accountability, effectiveness and coherence“ [European Commission, European Governance - A White Paper, 2001] 

One of the main purposes of a governance setup of an IT system is to ensure sustainable operation. It is well known that IT systems are not stable over time. Standards evolve, platforms evolve and best practices evolve. The IT systems must be maintained on a continuous basis to keep them in operation. Maintaining problem free operation becomes even more complicated in scenarios where several IT systems from different suppliers and buyers independent business entities must exchange data with buyers. This scenario requires the actors to coordinate their use of standards and interfaces between the IT systems in order to maintain interoperability. 
Maintaining interoperability on a continuous and sustainable basis is a core concern for a governance setup.
2.2
Dimensions of interoperability

In this report the definition of Interoperability is used as described in the version 2 of the European Interoperability Framework (EIF v2), which has been released for public review in 2008. The Interoperability Framework is used in this report because it gives us a language to express the different aspects of governance and interoperability that have to be considered – even thoug the EIF has a bias towards public sector. The model talks about a political context and four layers of interoperability:
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Fig 1  European Interoperability Framework (EIF v2.0)
2.2.1
Political context

The EIF v2 states that: 

Political support for interoperability efforts is an absolute necessity. In order that cooperation be effective with respect to achieving the intended goals, it is necessary that the cooperating partners have compatible visions, and are focusing on the same things. In practical terms it means that the cooperating partners accord sufficient priority and resources to their respective efforts, on an ongoing basis, that they are moving in the same direction, and are using the same timeframes, and finally that any changes to these are mutually agreed or at least coordinated and synchronized appropriately.

The CEN BII eProcurement Framework is developed as a Pan European effort. Instances of the framework (e.g. PEPPOL) are rolled out in several countries and variations in national legislations puts restrictions on the use of the framework.

Political support is a basic condition for creation of interoperable structures as this does not only involve efforts, resources and costs; politics on different levels specifically come into play when legal and/or organizational change has to be addressed.

2.2.2
Legal Interoperability

Conflicting legislation in different countries will clearly hinder interoperability. EU Directives aim at alignment of the legislative environment (Public Procurement Directives, E-signature Directive, VAT Directive, etc.), but leave considerable freedom for the actual implementation in national laws and regulations. 
The EIF v2 states that:

Legal interoperability involves the appropriate synchronization of the legislation in the cooperating countries so that electronic data originating in any given country is accorded the proper legal weight and recognition wherever it needs to be used in other country. 

Legal Interoperability is necessary for a variety of reasons, including: 

· To provide for mutual recognition of electronic data originating in other countries 

· To enable a MS to perform mutual assistance aspects of integrated/cross-border business processes, e.g., supplying national data of various types to other EU MS 

As EU legislation generally is driven by the goals decided at the highest political levels, legal interoperability is closely related to, yet distinct from the political context, due to its much more technical nature. 

The CEN/ISSS WS BII is not in a position to change legislation. This report can only identify issues and recommend measures to resolve those issues. 

2.2.3
Organizational Interoperability

The EIF v2 states that: 

Organizational Interoperability in practice means the seamless integration of business processes and the exchange of information that they manage between the organizations. (from EIF v1) Organizational Interoperability aims at addressing the requirements of the user community by making services available, easily identifiable, accessible and user-oriented. Organizational interoperability occurs when actors agree on the why and the when of exchanging information, on common rules to ensure it occurs safely, with minimal overhead, on an ongoing basis, and then draw up plans to do all these things, and carry them out.

Coordination of the development of business processes is needed. Business entities will not be able to communicate with each other in more advanced scenarios unless they implement the same business processes.  The CEN BII Work Group 1 has developed the concept of profiles which covers the standardization of business processes.

2.2.4
Semantic Interoperability

The EIF v2 states that: 

Semantic Interoperability enables organizations to process information from external/secondary sources in a meaningful manner. In practice, it will involve the establishment of common sector specific sets of data structures, data elements and protocols. The partners need to agree on meaning and format of the information to be exchanged. 

Two major standards organizations, OASIS and UN/CEFACT, are currently leading the work with standardizing electronic business documents. The two organizations are working to converge their standard into the so-called Cross Industry Invoice. The CEN BII Work Group 2 is working with OASIS and UN/CEFACT to make this happen.   

2.2.5
Technical Interoperability

The EIF v2 states that: 

This aspect of interoperability covers the technical aspects of linking computer systems and services. It includes key aspects such as open interfaces, interconnection services, data integration and middleware, data presentation and exchange, accessibility and security services.

Technical interoperability in the context of an eProcurement Framework can only be achieved of business entities can agree to use a standardized transport infrastructure. The CEN BII Work Group 3 has surveyed tools and infrastructures that can provide the foundation for technical interoperability.

3. References 

· WGIG (2005), p.4. Available at: http://www.wgig.org/docs/WGIGREPORT.pdf
· Code of Practice on Electronic Invoicing in Europe, 24th March 2009
· Enterprise Governance of Information Technology: Achieving Strategic Alignment and Value: Springer
· IDABC, “Draft Document as basis for EIF 2.0”. Available at: http://ec.europa.eu/idabc/servlets/Doc?id=31597
3.1
Standards

· ISO 38500 (IT Governance Standard)
4. Objective

The objective of this report is to come up with requirements to a governance set-up for the deliverables of CEN/ISSS WS BII and instances of the CEN BII eProcurement Framework.

Having a governance set-up is important for organizations wishing to establish sustainable IT solutions. Such solutions must be maintained and this requires that the standards and frameworks which the system is using are also maintained.

Sustainability:  The ability to continue at the same level of activity or pace without harming its efficiency and the people affected by it.

The objective of the governance set-up is thus to ensure that:

· That the necessary organizational structures are in place to govern all the relevant aspects of interoperability around an instance of a CEN BII eProcurement Framework.

· That the governance organization(s) are established with a conscious choice of organizational structure. The structure should reflect the business requirements of the domain. The set-up can be more or less democratic and relevant parties affected by the decisions made can have more or less influence. Considerations around the balance of local autonomy and central control should also be taken into account.

· To ensure the efficient operation of infrastructure components in instances of the CEN BII eProcurement Framework.

· To ensure the co-existence of different business models in an instance of the CEN BII eProcurement Framework with several service providers connected.

· There is a political consensus about the overall goals to be achieved with a standardization effort and the operation of an instance of an eProcurement Framework. (EIF: Political Context)

· A legal framework for an instance of an eProcurement Framework is being enforced, maintained, supported and developed. (EIF: Legal interoperability)

· Business process standards are being maintained, supported and developed. (EIF: Organizational Interoperability)

· Content standards are being maintained, supported and developed. (EIF: Semantic Interoperability)

· Transport standards are being maintained, supported and developed and that critical Infrastructure components in operation as part of eProcurement Framework Instances are being monitored, maintained, supported and developed. (EIF: Technical Interoperability).

5. Scope 

Governance must be exercised in a number of areas in order to maintain interoperability. The scope in this report is to consider how governance is handled in the context of the CEN/ISSS BII workshop. It follows from this scope that a number of choices have been made and a number of organizations are involved in the governance set-up already. E.g.:

· BII Profiles will be used in the exchange of business documents

There is however a number of governance decisions left to an organization implementing an instance of a CEN BII compliant eProcurement Framework. These decisions are also highlighted.

The illustration below shows the relationship between the different areas of governance. When establishing an Instance of an eProcurement Framework; one has to make a number of choices. The wise choice is to reuse existing standards and networks. And in doing so the existing governance set-up for those areas should be respected.
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Fig 2 Areas of governance
This report will only treat the governance aspects of

· Governance around CEN/ISSS WS BII Profiles

· Governance around instances of the BII Framework

6. Requirements

6.1
Governance around CEN/ISSS WS BII Profiles

Work Group 1 of the BII workshop has been working on the standardization of profiles:

Profiles describe business processes, rules and scenarios in the content of electronic messages exchange in business. The profiles then specify the data that is contained in each message in the profile. The key standardization of the profile is thus in the semantics rather than the syntax. Consequently the messages within a profile can be structured based on different message standards/syntax as long as the chosen standard contains all necessary data elements.

The BII Profiles can be mapped to syntax from UN/CEFACT (TBG1, TBG5 & TBG6) and OASIS UBL.

The illustration below is an attempt to show the relation ship between the different standards. 
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Fig 3 Relationship between standards
UN/CEFACT Core Components and the Core Components Technical Specification (CTTS) is the foundation for both OASIS UBL and for the messages being developed in UN/CEFACT TBG’s. The BII Profiles are a subset of both the OASIS UBL data model and the TBG1, TBG5 and TBG6 data models. But CEN BII adds the concept of profiles to the data models and describes business processes, rules and scenarios that are not covered by the underlying standards.

PEPPOL is an example of a domain, based on a subset of the CEN BII profiles.

6.1.1
Continued maintenance and development of CEN BII profiles

It is obvious that CEN BII stakeholders are responsible for CEN BII deliverables. They have also the responsibility to point to a maintenance or governance mechanism so they can protect investments from adopters of CEN BII profiles (e.g. PEPPOL). This leads to the first requirement to the governance of CEN BII Profiles.

	BII-DR01
	The CEN BII profiles MUST be maintained and further developed by a relevant standards organization after the finalization of the CEN BII workshop.


Instances of the CEN BII eProcurement Framework are dependent on the continued maintenance and development of the BII profiles and will be forced to either abandon the CEN BII profiles or maintain the profiles within their own organization.

6.1.2
Strategy for versioning of CEN BII profiles

Another important aspect of the maintenance of the CEN BII profiles is the versioning strategy. There is a fine balance between the need for continued development and maintenance of a standard and the need for stability and adoption. A standard is most likely to be adopted if:

1. The standard is maintained by a recognized group of people

2. The standard has reached a certain level of maturity

3. The standard is relatively stable

The decision to adopt a standard is most often made if there is a clear advantage. The cost of adopting a standard is also depending on whether it is a new system is being established or whether it is an existing system moving from one format to another. The later is the most expensive and adopters are likely to consider the following aspects:

1. Public relations: Does the move to the standard send a positive signal to customers?

2. Interoperability: Does the move to the standard make it easier to exchange business documents with business partners?

3. Return of Investment: What is the ROI associated with the switch?

4. Stability: For how long can the standard be trusted to be stable and supported by the standards organization?

5. To what extent is the same standard implemented in other relevant applications?

Adopters of standards would like answers to most of these questions before they decide to adopt a standard. This leads to the following requirement:

	BII-DR02
	A versioning strategy MUST be developed and followed for the CEN BII profiles.


Instances of the CEN BII eProcurement Framework can use the versioning strategy to choose the right standard and the appropriate version of the standard. However – the instance will itself have to make choices on when to move from one version of a standard to another. 

6.2
Governance around instances of the BII Framework

This chapter deals with governance requirements for instances of the BII Framework. The instance could be established by a consortium of countries, regions, municipalities or private companies in any combination. A governance set-up is needed in all instances.

6.2.1
Governance organizations for BII Framework Instances 

It is advisable to base the governance set-up of a BII Framework Instance on more than one single organization. The following table show how governance could be split between several organizations.

	Framework level
	Governance organization

	BII Framework Instance
	One governance organization or several organized in a hierarchy.

	BII Profiles
	An organization maintaining CEN BII profiles.

	Transport Standards
	A standards organization working with the chosen transport standards.

	Transport Infrastructure instance
	One or more organizations operating a transport infrastructure based on the standards of the above Transport Standards organization.


Table 1 Governance organizations per level
Ideally governance of the framework instance should be separated from the governance of the infrastructure and the governance of profiles. The reasoning for this recommendation is that:

· Maintaining a transport infrastructure is costly and many domains share the same business requirements in regards to transport of business documents. Different domains should share the same infrastructure. There is a high probability that ERP systems will otherwise have to implement several transport infrastructures depending on the data being exchanged. 
· The underlying transport infrastructure used in large eProcurement Frameworks are most often not limited in their capabilities to transport of eProcurement documents only. The eProcurement Framework may even be piggy bagging on an existing infrastructure, which is also being used in other domains. The requirements of one business domain should not be dictating infrastructure decisions influencing other domains. The governance of the transport infrastructure needs to be shared between the domains.

The following illustration shows how a governance set-up could be organized in the PEPPOL project:
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Fig 4 PEPPOL Governing Board
The illustration shows that the PEPPOL Governing Board uses an independent transport infrastructure that is also used by other domains. The PEPPOL Governing Board has representation in the Infrastructure Governing Board. The PEPPOL Governing board has furthermore decided to use a subset of the CEN BII TC’s profiles (new organization replacing the current workshop). The PEPPOL Governing Board is represented in the CEN BII TC as one among many adopters of the CEN BII TC’s standards. The PEPPOL Governing Board has representation from several Domain Governing Boards and National Governing Boards. Any organization with a substantial user community is entitled to a representation at the PEPPOL Governing Board.

The observations above leads to the following requirements:
	BII-DR03
	An organization responsible for governance SHOULD be established for all larger implementations of BII Framework Instances.


	BII-DR04
	A BII Framework Instance SHOULD reuse an existing transport infrastructure and the governance set-up associated with that transport infrastructure.


Interoperability is not only a concern within a BII Framework Instance. It may also be relevant for independent BII Framework Instances to align their adoption of BII profiles. Business entities will not be able to communicate with each other in more advanced scenarios unless the BII Framework instances implement the same business processes.
	BII-DR05
	BII Framework Instances SHOULD coordinate and align their implementation of BII profiles with other BII Framework Instances.


6.2.2
Governance of addressing identifiers

In order for a business entity to initiate in an electronic business transaction (e.g. exchanging an electronic invoice), it must be in possession of an "electronic address" of the intended recipient. There are many identifiers that may be used as the "electronic address". E.g. IBAN, national tax identifiers or company registration numbers, Global location numbers (GLN), DUNS, OVT, etc. These kinds of identifiers are called "logical addresses" in opposition to "physical addresses". A physical address points to a technical service (e.g. a service exposed at the IP-address 195.137.194.128). 

A logical address may be resolved into at least a physical address depending on the transport infrastructure.

	BII-DR06
	One or more organization MUST be assigned as valid issuers of addressing identifiers. The organization behind an instance of the CEN BII eProcurement Framework SHOULD NOT issue their own addressing identifiers.


	BII-DR07
	Every party participating in the electronic procurement framework SHALL be allowed to chose its own identifier and identifier scheme from a codelist, as long as unique identification is guaranteed


It is also desirable that BII Framework Instances harmonize their use of addressing identifiers, such that business documents can be exchanged between BII Framework Instances.

	BII-DR08
	BII Framework Instances SHOULD coordinate their use of logical address spaces.


6.2.3
Establishing a governance framework for the BII Framework Instance
A governance framework is needed in a BII Framework Instance in order to set up the rules regulating the responsibilities and obligations of the entities operating the infrastructure and the entities connected to the Framework Instance. Three types of agreements are needed:

Peering agreement between the BII Instance Governing Board and connected entities

This agreement concerns the SLA requirements for connected entities and perhaps requirements about how to authenticate senders, the certificate they will be using to sign messages, etc. Optionally, part of this agreement could be fulfilled by a third party service provider offering some or all of the services. 

	BII-DR09
	BII Framework Instances SHOULD ask all entities wishing to connect, to sign at peering agreement regulating requirements to the connection of the entity.


A major barrier to being able to connect BII Framework Instances would be if there were large gaps between the peering agreements implemented in the various BII Framework Instances. The use of peering agreements must be coordinated. 
	BII-DR10
	BII Framework Instances SHOULD coordinate and align their implementation of peering agreements with other BII Framework Instances.


Another important agreement has to be made between the BII Framework Instance Governing Board and the service providers operating registries with BII profile and endpoint information. This agreement concerns the requirements for Registry Service Providers to verify the identity of their customers and enter an agreement with them. It must furthermore stipulate the acceptable use of the certificate they will sign their entries in the service registries with, and define the procedures that must be followed in the case of disputes on ownership of Service Metadata. 

	BII-DR11
	BII Framework Instances SHOULD sign an agreement with service providers operating service registries. This agreement regulates the obligations and responsibilities of the service provider towards his customers.


Finally an agreement between service providers of service registries and their customers has to be made. The goal of this agreement is to oblige their customers to state reliable data in the service registry. 

	BII-DR12
	The BII Instance Governing Board SHOULD require service providers of service registries to enter an agreement with their customers prior to publishing information in the service registry on behalf of them.


6.2.4
Meeting SLA requirements

Meeting a certain level of SLA requirements ensures a smooth operation of the infrastructure. The governance setup must implement mechanisms to ensure that service providers meet the SLA requirements.

	BII-DR13
	A mechanism MUST be implemented which enforces that Service Providers meet SLA requirements.


6.3
Terminology 

	Business entity 
	An economic unit that controls resources, incurs obligations, and engages in business activities. A business entity can be a private company or a public sector institution. 

	Out-of-band 

  
	Out-of-band is a technical term with different uses in communications and telecommunication. It refers to communications that occur outside of a previously established communications method or channel. 

















� http://www.ietf.org/rfc/rfc2119.txt





