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Foreword

This CWA is part 3 of a multi-parts CWA. It has been prepared by the CEN/ISSS Workshop on Business Interoperability Interfaces for Public procurement in Europe (WS/BII).

The multi-parts CWA has been officially approved at the final WS/BII Plenary Meeting on 4 November 2009.
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The current document is:  Part 3 - Toolbox Requirements

The different parts of the multi-parts CWA are:

•
Part 0: Introduction
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Part 2: Convergence and gap analyses

•
Part 3: Toolbox Requirements

•
Part 4: Evaluation guidelines for testing and piloting
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CONSIP S.p.A – Italy

CSI Piemonte – Italy

Danske Regioner – Denmark

Document Engineering Services Ltd. – United Kingdom

D.G. Patrimonio del Estado/Ministerio de Economia – Spain

EDI & Business Integration MACH ApS – Denmark

ENEA – Italy

GS1 Europe – Netherlands

IBM – Denmark

INFOCERT spa – Italy

Innovasion – Denmark

International Surety Association (ISA) – Holland

JustSystems EMEA Limited – United Kingdom

KSZF – Hungary

Logica – Denmark

Microsoft Denmark ApS – Denmark

Ministère des Travaux Publics – Luxembourg 

Ministerie van Economische Zaken  – Holland

National IT and Telecom Agency – Denmark

NEXUS IT – Spain

Norstella foundation – Norway

Norwegian eProcurement Secretariaat – Norway

PricewaterhouseCoopers Enterprises Advisory – Belgium

Supplier e-enablement & P2P Manager eProcurement Scotl@nd Programme Office – Scotland

SFTI – Sweden

SKI – Denmark

UNISYS – Belgium
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Introduction

To ease the adoption of the BII technical specifications in business software and to ensure technical interoperability, collections of core requirements have been identified and addressed. The focus has been to identify and prioritise the most important requirements for tools, architectures or standards for the different capabilities required when developing electronic procurement systems. Depending on the functionality to be provided or the issue to be solved in each case, and the available deliverables already on the market, this document provides:

· Sets of requirements or specifications for the tools to be developed, and for conformance verification of newly developed or already existing tools 

· Sample utilities, templates, stylesheets and other artefacts aimed at easing the work of tools providers and end users

· Guidelines or profiles for articulating tools and operations along a process to ensure interoperability and conformance.

Several European initiatives are already undertaken particularly in the fields of pan-European cross-border electronic identity management and in electronic signatures. Therefore, in order to avoid duplication of work and ensure alignment with overall European strategies when addressing this kind of issues, the workshop is leveraging the outcomes and deliverables from these initiatives, focusing new work on specific electronic procurement needs not covered by them. 

An important initiative is the large-scale pilot for electronic procurement won by the international consortium, PEPPOL
, which is part of European’s Commission’s “Competitiveness and Innovation Framework Programme” (CIP) and, within this, especially the “Information Communication Technologies Policy Support Programme” (ICT PSP). The workshop has collaborated with members from different Work Package groups in PEPPOL ensuring that CWA recommendations are directly usable in pilots developed under the umbrella of PEPPOL.

1
Scope

1.1
General

The present document establishes guidance on architectures and requirements for tools to be considered when deploying cross-border electronic procurement systems using technical specifications defined in this CWA in the form of Business Profiles.

When implementing electronic procurement systems in a pan-European cross-border environment, there are different aspects to be covered to solve interoperability issues that arise due to the lack of a European-wide common legislation or to the different standards or tools that may address a specific issue.  

The present document is applicable to security, contents and transport issues that arise when deploying the technical specifications in Part 1 of this CWA.

The main purpose of the present document is to provide information on alternatives and recommendations on the main aspects applicable when implementing profiles to build electronic procurement systems. Although the main focus is on public procurement procedures where legal aspects apply, the same tools and architectures can be used when developing and deploying electronic procurement systems in the private sector.

1.2
Structure 

This part of the CWA is intended to serve as a reference. The annexes do not necessarily have dependencies between each other but are meant to familiarise the reader with the different areas that need to be taken into account to fulfil legal and functional requirements when implementing electronic procurement systems. There are normative and informative annexes. 

The Normative Annexes of this Part of the CWA are:

·    Annex A on Document Management with guidance on how to create, manage and visualize electronic document instances. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-A-DocumentManagement_d07.doc
·    Annex B on Conformance Testing that defines the mechanism to validate instances against the structure and business rules defined in the CEN BII Profiles. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-B-ConformanceTesting_d09.doc
·    Annex C on Transport Infrastructure, to define mechanisms for national transport infrastructures connection. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-C-TransportInfrastructure_d06.doc
·    Annex D on Governance to provide guidance on the requirement for setting a governance model for CEN BII technical specifications. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-D-Governance_d07.doc
The Informative Annexes of this Part of the CWA are:

·    Annex E on Submission of Evidences, a specific set of requirements to let the public sector identify and authenticate participants in public contests. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-E-VirtualCompanyDossier_d03.doc
·    Annex F on Electronic Catalogues and Classifications to provide guidance on how to align buyer oriented catalogues with vendor oriented catalogues and classifications. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/BII3-F-eCatalogues_d06.doc
·    Annex G on Tender Submission where some alternatives are suggested to exchange this special type of document fulfilling European legal requirements. See: http://www.cen.eu/cwa/bii/specs/Tools/documents/ BII3-G-TenderSubmission_d10.doc
1.3
Target audience

This document is aimed primarily at those people responsible for the analysis, development and deployment of electronic procurement systems using CEN BII technical specifications both in cross-border or in national environments. 

Having read this document you should be able to:

1. Understand how to create, validate and transform electronic document instances defined in CEN BII Profiles.

2. Know how to verify that an instance is conformant to a CEN BII Profile.

3. Understand the requirements and available alternatives for security related issues concerning document contents and transport.

4. Understand requirements for establishing and using pan-European transport infrastructures

5. Have an understanding of the main requirements for exchanging electronic evidences and setting up classification systems in a cross border scenario.

6. Know main requirements that affect tender submission and the alternative architectures available.

In this Part of the CWA and its Annexes and references, there are some technical sections that may require the reader to have technical skills and knowledge on XML technologies. 

1.4
Purpose

1.4.1
Security 

Several security-related requirements arise in different steps and tasks along the electronic procurement processes: authentication of parties, authorization and access control, exchange of authentication and identity related information between parties, integrity and authentication of documents and messages, confidentiality of exchanges messages and stored documents, non-repudiation, etc. These requirements play a critical role in electronic procurement for regulatory compliance and business trust, and their practical implementation and deployment in an interoperable way is a challenge for cross-border electronic procurement.

Most of these requirements are shared by several business contexts other than electronic procurement, and the technologies, mechanisms and tools used for their fulfilment (identity tokens, electronic IDs, message authentication codes, electronic signatures, encryption algorithms and protocols, etc.) can be equally shared across business contexts.

The security related topics covered in this CWA are:

· Submission of Evidences, covered in Annex E.

· Tender Submission, covered in Annex G.

The main focus in the security area annexes is to analyze possible architectures and provide non normative recommendations on how to resolve these security-related issues.

1.4.2
Content management

Content management functions deal with tools related to document content or payloads of the electronic procurement messages required along the whole electronic procurement process. 

Requirements, standards and sample tools helping to manage the meaningful content or payload of public procurement information exchanges are considered.

Content management topics are covered in the following annexes:

· Document management, covered in Annex A.

· Electronic catalogues and classifications, covered in Annex F.

Annex A summarizes available technologies and techniques to create support tools for electronic document integration and some sample artefacts for an specific electronic document will be provided as guidance to enable users:

· Creating new electronic documents 

· Integrating received electronic documents into back-end systems.

· Visualizing electronic documents in a human-readable way

1.4.3 
Transport and messaging protocols and standards

Transport of business documents between parties in electronic procurement is critical. The challenge is that existing infrastructure supporting message transport is already established in many countries. 

Variations in the infrastructures, the addressing mechanisms and national legislation make it very difficult to exchange business documents across borders.

In a cross-border scenario it must be possible to exchange electronic business documents in a reliable and secure manner between all parties connected to any national branch of the overall message infrastructure, whilst investments in existing national message infrastructures must be leveraged and only a minimal set of requirements and restrictions must be imposed on national infrastructures.

Annex C on Transport Infrastructure deals with these transport issues and its main goal is to provide specifications allowing bridging the national infrastructures in a way where only minimal restrictions are imposed. The main purpose of the transport related annexes of this Part of the CWA is to connect heterogeneous infrastructure with well-defined open standards for message exchange. The transport mechanisms could support capabilities such as security, addressability, transport, synchronization, monitoring and third party time-stamping.

1.4.4 
Conformance and interoperability verification

In order to satisfy the workshop objective of easing the adoption of the technical specifications, it is important to make available for all interested parties content related validation tools that can provide an objective and unbiased verification of the conformance of the electronic documents being exchanged. 

Annex B on Conformance Testing defines a validation mechanism that will ensure the different actors in a business exchange the conformance to the CEN BII Profile of such exchanges.

Requirements on a framework for verification of conformance and interoperability will provide an important service to both sides of the market. Such requirements are important for software providers that need objective and independent verification of the conformance and interoperability of their products.

The sample tools and sample Conformance Testing Framework provided for electronic document validation might be used as guidance for developers implementing the CEN BII Profiles.

1.4.5
Governance

Requirements associated with the governance of the standard and its elements, preserving interoperability: support, version control and long-term evolution of message and process definitions, components and information entities are also covered in a specific annex of this Part of the CWA.

Governance requirements are defined in Annex D.

1.5
Caveats and assumptions

In this Part of the CWA and its annexes the key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",  "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC 2119]
. 

These keywords are capitalized when used to unambiguously specify requirements. When these words are not capitalized, they are meant in their natural language sense.
2
References

2.1 General

The following documents contain provisions that, through reference in this text, constitute provisions of this CWA. For dated references, subsequent amendments to, or revisions of, any of these publications do not apply. However, parties to agreements based on this CWA are encouraged to investigate the possibility of applying the most recent editions of the normative documents indicated below. For undated references, the latest edition of the normative document referred to applies.

2.2 Legal References

·    Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community framework for electronic signatures 
·    Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of information society services
·    Directive 2004/18/EC of the European Parliament and of the Council of 31 March 2004 on the coordination of procedures for the award of public works contracts, public supply contracts and public service contracts
·    Directive 2004/17/EC of the European Parliament and of the Council of 31 March 2004 coordinating the procurement procedures of entities operating in the water, energy, transport and postal services sectors.
2.3 Technical References

•
  Extensible Markup Language (XML) 1.0 W3C Recommendation 10-February-1998

•
  XML Schema Part 1: Structures. W3C Recommendation 2 May 2001

•
  XML Schema Part 2: Datatypes. W3C Recommendation 02 May 2001

•
  XSL Transformations (XSLT) Version 1.0 W3C Recommendation 16-November-1999

•
  Extensible Stylesheet Language (XSL) Version 1.1 W3C Recommendation 05 December 2006

•
  XML Path Language (XPath) Version 1.0 W3C Recommendation 16 November 1999

•
  XForms 1.0. W3C Recommendation 29 October 2007

•
  ISO/IEC 19757 – DSDL Document Schema Definition Languages

o
Part 2 - Regular-grammar-based validation - RELAX NG

o
Part 3 - Rule-based validation – Schematron

o
Part 4 - Namespace-based validation dispatching language - NVDL  

· Universal Business Language (UBL) v2.0 OASIS Standard December 2006
· eTendering UN/Cefact XML standards (BRS/RSM/XML Schemas) TBG6 2007
· CODICE version 1.04 Ministerio Economía y Hacienda 2006
· XML Digital Signature. XML Signature Syntax and Processing. W3C Recommendation 10 June 2008

· XML Advanced Electronic Signature (XAdES) 
· XML Encryption. XML Encryption Syntax and Processing. W3C Recommendation 10 December 2002.
· Data Encryption Standard (DES)
· Advanced Encryption Standard (AES) 
· CEN/ISSS Workshop on multilingual electronic cataloguing and classification in ebusiness (WS/eCAT)
· CWA 15045:2004 Multilingual catalogue strategies for eCommerce and eBusiness
· CWA 15294:2005 ePDC project - Dictionary of Terminology for Product Classification and Description
· CWA 15295:2005 ePDC project - Description of References and Data Models for Classification
· CWA 15556-1:2006 Gen-ePDC project - Product Description and Classification - New Property Library
· CWA 15556-2:2006 Gen-ePDC project - Product Description and Classification - Product Classes with sets of Properties.
· CWA 15556-3:2006 Gen-ePDC project - Product Description and Classification - Results of development in harmonization and product classification and in multilingual electronic catalogues and their respective data modelling.
· CEN/ISSS Workshop eCAT ePPS (electronic product property server) project
2.4 Reports and studies

· ELECTRONIC CATALOGUES IN ELECTRONIC PUBLIC PROCUREMENT. DG Internal Market September 2007
·  FUNCTIONAL REQUIREMENTS FOR CONDUCTING ELECTRONIC PUBLIC PROCUREMENT UNDER THE EU FRAMEWORK – IDABC January 2005  

· Functional requirements for eProcurement under the EU framework. European Commission. January 2005. 

3 Definitions and abbreviations

3.1
Definitions

For the purpose of the present document and its annexes, the terms and definitions from the general CWA Glossary apply.

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AA
Attribute Authority

B2B
Business to business
CA
Certification Authority

CADES
CMS based Advanced Electronic Signatures
CEN 
Committee Européen de Normalisation 

CEN BII
CEN Business Interoperable Interfaces
CIDX
Chemical Industry Data Exchange

CII
Cross Industry Invoice

CIP 
Competitiveness and Innovation Programme
CMS
Cryptographic Message Syntax (IETF / RFC 2630)

CODICE
COmponentes y Documentos Interoperables para la Contratación Electrónica

CPV
Common Procurement Vocabulary
CRL
Certificate Revocation List
CVA
Context Value Association

CWA 
CEN Workshop Agreement
DES
Data Encryption Standard

DTD
Document Type Definition

EBES
e-Business Board for European Standardization
EC 
European Commission

EDIFACT
Electronic Data Interchange For Administration Commerce and Transport
EID
Electronic Identification
ERP 
Enterprise Resource Planning
ETSI
European Telecommunications Standards Institute
EU
European Union

GC
Genericode

GPC
Global Product Classification
GTIN
Global trade item number (formerly known as the EAN article number)

GLN
Global location number (formerly known as the EAN location number)

IDABC

Interoperable Delivery of European eGov Services to Public Administrations, Businesses 


and Citizens
ISO

International Organization for Standardization
JSON
JavaScript Object Notation

MIME
Multipurpose Internet Mail Extensions

MS
Member State

NDR
Naming and Design Rules

NVDL
Namespace Validation Dispatch Language
LCP
Lightweight Certificate Policy

NCP
Normalized Certificate Policy

OASIS
Organization for the Advancement of Structured Information Standards
OCSP
Online Certificate Status Protocol
OJEU
Official Journal of the European Union

PEPPOL 
Pan-European Public Procument OnLine
PDF
Portable Document Format (Adobe Acrobat)
PKCS
Public-Key Cryptography Standards
PKI
Public Key Infrastructure

QC
Qualified Certificate
QCP
Qualified Certificate Policy
RElaxNG
REgular LAnguage for XML Next Generation
RSA
Rivest, Shamir, & Adleman (public key encryption technology)
S/MIME
Secure MIME

SDO
Signed Data Object

SHA
Secure Hash Algorithm
SLA
Service Level Agreement
SME
Small and Medium size Enterprises

SSCD
Secure Signature-Creation Device
TBG
Trade and Business Processes Group

TED
Tenders Electronic Daily
TSA
Time Stamping Authority

TSP
Time Stamp Provider
UBL
Universal Business Language

UMM
UN/CEFACT Modelling Methodology

UN/CEFACT
United Nations Centre for Trade Facilitation and Electronic Business

UNSPSC
United Nations Standard Products and Services Code

URI
Uniform Resource Identifier

URL
Uniform Resource Locator

WS
WorkShop
XADES
XML Advanced Digital Electronic Signature
XFORMS
XML Forms

XML
eXtensible Markup Language

XMLDsig
XML Digital Signature

XPATH
XML Path

XSD
XML Schema Definition

XSL
XML Stylesheet Language 

XSLT
XML Stylesheet Language Transformation

YAML
YAML Ain't Markup Language

4
Pan-European electronic public procurement

4.1
Introduction

The objective of this section is to define high-level requirements that must be fulfilled in order to achieve a pan-European electronic public procurement framework where different Member States could engage both from their already existing systems or infrastructures and from ones that are being currently developed.

High-level requirements will be reused in the following annexes as the basic driver to identify tools and establish requirements, standards to be used or even the most suitable architectures to help moving towards an interoperable framework for electronic public procurement in Europe

CEN BII objective is to identify and document the required business interoperability interfaces related to pan-European electronic transactions in public procurement, therefore, the scope for the definition of requirements for tools is constrained to an electronic public procurement framework that will ease the interoperability in the internal market. Nevertheless, architectures, standards and tools identified in this area could be leveraged to cover a broader electronic procurement scenario, promoting the cross-border exchange of business documents between small and medium size enterprises. 

An electronic public procurement framework may build the foundations for the dissemination of electronic exchange of information between economic operators regardless they are public or private.  

Although the growth of national based electronic procurement solutions is promoting the digitalization of the electronic processes around Europe, the speed and approach for these national initiatives is different from member state to member state and there is a lack of coordination between them. This part of the CWA aims to align these initiatives setting high-level requirements and requirements for tools and architectures that should ease the path for electronic procurement adoption.

The final goal is building an electronic framework that facilitates that a company from a member state can compete in other member state’s public procurement opportunities. 

4.2
High level requirements

4.2.1
Identity

Member States are building electronic identity management systems as a key element in their national strategy to deploy electronic services. These national based systems are evolving without taking into account the requirement for interoperability that is needed in a cross-border scenario, resulting in a fragmented service that prevents the deployment of pan-European electronic services. 

In public procurement business processes, as in any other electronic business process, electronic identity is a key element for two main purposes:

· Avoiding unauthorized use of individuals identity

· Assuring to administrations that individuals are the persons they claim to be and have the mandate they claim to have

The establishment of an electronic procurement framework relies on the deployment of a cross-border electronic identification solution. 

	BII-HLR01
	Every party participating in the electronic procurement framework MUST be globally uniquely identifiable.


	BII-HLR02
	Every party participating in the electronic procurement framework SHALL be allowed to chose its own identifier and identifier scheme from a codelist, as long as unique identification is guaranteed


4.2.2
Addressability

As per the wide deployment of the Internet and the web, most electronic Government services have been focused on the provision of services through websites. However, using websites is not a the best approach when dealing with services that affect business processes in both ends of a collaboration. Those business processes, such as the public procurement processes, can be run between applications, so no human intervention should be enforced to those organizations with automated procurement systems. 

In such cases, every partner in the collaboration needs to be addressable through an electronic endpoint so electronic documents can be exchanged from end to end through the underlying transport infrastructure. 

An electronic endpoint is a Uniform Resource Identifier (URI), a string of characters that are used to identify or name a resource on the Internet. 

	BII-HLR03
	Every party participating in an electronic procurement framework SHOULD have an electronic endpoint.


4.2.3
Discovery

To exchange electronic documents between parties in a cross-border environment, a major challenge is to find out the other party’s electronic communication endpoint and to understand what are his systems’ capabilities and requirements.

Different levels of maturity and implementation of electronic business interfaces on public administrations and economic operators across Europe obliges to create mechanisms for discovering the supported standards, documents and electronic communication endpoints for trader partners.

	BII-HLR04
	It MUST be possible to discover the electronic communication endpoint and transport protocol, and the  profiles and syntaxes supported for an identified party


4.2.4
Reliability

The purpose of an e-business transport infrastructure is to transport business documents between business partners. The transactions must be performed with high level of security and reliability. E.g. it must be ensured that business documents are actually delivered to the recipient party.

	BII-HLR05
	Transport mechanisms between party’s electronic endpoints MUST be reliable.


4.2.5
Security

The e-business transport infrastructure is to transport business documents between business partners. The transactions must be performed with a high level of security. E.g. it must be ensured that third parties cannot intercept and read or modify the business documents.

	BII-HLR06
	Transport mechanisms between party’s addresses MUST be secure at a level that corresponds to the perceived risks of loss, modification or exposure of the documents conveyed.


4.2.6
Semantic interoperability

Semantic Interoperability is the ability of two or more computer systems to exchange information and have the meaning of that information automatically interpreted by the receiving system accurately enough to produce useful results, as defined by the end users of both systems. 

To run real electronic business transactions without human intervention, semantic interoperability must be achieved. Deliverables from CEN BII are addressing semantic interoperability for some business documents relevant in electronic procurement. Outcomes from CEN BII are syntax neutral, which means that different syntaxes can be bound to the semantic requirements for the documents to be exchanged meaningfully despite their syntax. 

Even if syntax interoperability is not achieved in a pan-European framework, it has to be possible to transform from a syntax vocabulary to another one without loosing information.

Semantic interoperability should apply to all documents related with electronic procurement. It is required to work on the semantic interoperability for electronic attestations and certificates that requires not only semantic alignment but also legal alignment in Europe.

	BII-HLR07
	To preserve semantic interoperability of the exchanged business documents, the computer systems participating in the exchange MUST preserve the semantics of the business documents when converting syntactical formats.


4.2.7
Data Integrity

Data integrity ensures data has not been altered or modified during any operation such as transport or storage. 

Integrity can be compromised both by malicious intervention from a third party or by errors in the transport or storage mechanisms.

Despite legal issues about the integrity of certain documents such as the electronic invoices, it should be a general rule to assure the integrity of all documents exchanged between partners.

	BII-HLR08
	It MUST be assured that business document instances are consistent and unchanged during transportation.


4.2.8
Non-repudiation of origin

In electronic procurement, some processes require to ensure that the sender of an electronic document cannot repudiate its validity. 

	BII-HLR09
	Authentication of origin for business document instances MUST be supported.


4.2.9
Confidentiality

Many procurement transactions deal with sensitive information. It may be the sale of goods for military purposes or invoices containing personal information such as bank account numbers, names and addresses. Such information is considered sensitive and it is in most cases required by law that e-business transactions are performed in confidentiality. 

	BII-HLR10
	It MUST be possible to guarantee confidentiality for specific documents.


4.2.10
Universal support 

Electronic business is relevant to organizations of any size. Traditionally only large organizations have been able to take advantage of electronic business primarily due to the cost barriers. The evolution on the Internet has shown that as soon as the barrier for entry is lowered enough even the smallest organizations will take advantage of the new technology. It is therefore important that when new technology is established that the barrier for taking up the technology is sufficiently low.

	BII-HLR11
	The electronic procurement framework MUST support organizations of any size and industry.


4.2.11
Open standards based

An electronic business infrastructure that has to be used for the exchange of millions of business documents of any kind must not be based on proprietary standards or transport layers. This could create at potential lock in to a particular vendor or platform.

	BII-HLR12
	Every component in the electronic procurement framework MUST be based on open standards.


4.2.12
Classification schemes awareness

A classification scheme is the descriptive information for an arrangement or division of objects into groups based on characteristics that the objects have in common. 

Classification schemes and code lists conveys semantics to the objects so they are a key factor to achieve semantic interoperability.

Different industries provide specific classification schemes for their products or services. As it is quite complex to establish a common and unique classification scheme cross-border and cross-sector, business document instances should be carry metadata about classification schemes they use.

	BII-HLR13
	Classification schemes for goods, services and code lists SHOULD be publicly available and explicitly identified in the document instances.


4.2.13
Mutual Recognition

Some documents exchanged during the electronic procurement process have to be legally valid following EU Directives and national legislations.

Accordingly, the devices for running electronic procurement should comply with specific national requirements. To this end, mutual recognition of trust creating technologies should be encouraged. 

	BII-HLR14
	Mutual recognition of trust creating technologies SHOULD be encouraged in cross-border scenarios.


4.2.14
Time stamping

In electronic procurement, some processes require to ensure that the exchanged electronic documents must be delivered before a time limit. 

	BII-HLR15
	Time stamping SHOULD be applied in some processes to certify relevant date and time.


4.2.15
Audit trail

In electronic procurement is fundamental to create a trust environment to guarantee the transparency of the whole process to the economic operator.

A trust environment is needed in several phases of electronic procurement process (e.g. awarding a contract notice), it could be also a good deterrent against insider. 

Audit trails should be stored for a reasonable period of time in order to be available for third party auditors.      

	BII-HLR16
	Each electronic procurement process MUST have an audit trailing to ensure transparency for all parties.


4.2.16
Transport Services

The purpose of an infrastructure supporting e-business is to transport business documents between business partners in a cost-effective way. Any services or intermediary parties involved in transportation of these documents need to be able to perform their tasks without interpreting or “understanding” the documents they transfer, unless they are explicitly contracted to do so by one of the business partners. Expressed in another way, intermediaries in general are expected to act on information in the technical envelopes and not on information in the business documents. For the business parties it is a legitimate requirement that their business documents are not opened by intermediaries, irrespective of the documents being classified or not.

The infrastructure is expected to serve for the transfer of all kinds of business documents. Additionally, any change of version or syntax for the business documents should not affect the infrastructure.

	BII-HLR17
	The provisions in communication standards and third party services MUST be such that document exchanges can take place without the intermediaries opening or interpreting the business documents..


5
Capabilities

Information systems participating in an electronic relationship must be able of addressing main capabilities identified in this CWA.  

The Normative and Informative Annexes of this part of the CWA define system capabilities and their main requirements, both from legal and functional points of view, and can be used as guidance when developing new electronic procurement systems or when adopting the CEN BII profiles.
5.1
Document management

Main capability for information systems required to drive electronic exchanges is to be able to manage electronic documents without the need for human intervention both when sending and receiving them. Annex on document management identifies the main requirements for systems and provides links to samples of end-user tools and artefacts to promote the adoption of this CWA both in small and medium size enterprises as well as in large organizations. 

CEN BII Profiles define choreographies and data models in an abstract form. This means that the main outcomes of CEN BII are syntax neutral. Nevertheless, in this CWA, CEN BII is providing a syntax binding to the UBL 2.0 standard vocabulary for the post-awarding phases of public procurement as UBL has a set of stable and mature and fits in the abstract CEN BII data model. 

In order to promote adoption, actual deliverables should be provided as reference in order to speed-up the adoption process in public administrations and private companies around Europe.

On the study of this annex, the reader should understand the requirements for tools to integrate and generate CEN BII compliant electronic documents and have some samples to be used as guidance for creating and managing electronic document instances.
5.2
Conformance 

A basic tool for electronic system developers is to have a mechanism to test if the instances they are building are conformant to the CEN BII Profiles. A Conformance and interoperability test bed is a goal to be achieved, providing system integrators and service providers with a testing tool to guarantee the conformance of their solutions.

As a first step for this future Conformance and Interoperability Test Bed, a set of validation artefacts have been defined, setting the roots for the definition of CEN BII test cases that will ease the work for developers and system integrators and a sample of the future Conformance and Interoperability Testing Framework is provided. 

Validation artefacts have been built based on a validation architecture that deals with the syntax neutrality principle promoted by this CWA.

Although UBL has been chosen as the supporting syntax standard for this CEN BII message structures, the validation architecture is sufficiently open and abstract to permit the binding to other syntaxes, preventing the lock-in of the CEN BII Profiles to any specific vocabulary.

Sample validation artefacts for a CEN BII Profile is provided along with the annex report as a reference for guidance. 

5.3
Transport 

Different transport infrastructure has been defined in different Member States to help their businesses and citizens to exchange electronic documents with public administrations. The goal of the annex on transport infrastructures is to set the requirements and alternatives to achieve a technical interoperability between different transport infrastructures around Europe to promote cross-border transactions eliminating technological barriers in order to achieve a global pan-European market.

5.4
Governance 

Profiles produced in CEN BII are an important tool for companies achieving a high degree of interoperability. Nevertheless, technical specifications and artefacts provided by any kind of organization require a governance model to improve adoption, awareness and support users and implementers.

Annex on governance addresses all the key elements that should be taken into account to set up a governance model for CEN BII deliverables, catering for the community of implementers and addressing the issues that could appear in a deployment phase.

5.5
Authentication

Contracting authorities must be able to identify and authenticate the economic operators in the pre-awarding procurement processes, where different and not known companies can apply for participation in a given contest. Most countries around Europe are setting up business registries in order to register economic operators and capture their capabilities. These capabilities are then used to evaluate their capacity so contracting authorities can let them apply for participation in specific electronic tendering processes.

In a cross border scenario, this identification of the parties becomes more complex, as the requirements for attestations in the member states are not harmonized.

The informative annex on authentication of parties deals with this issue, defining a common and staged maturity model to be used as the basis for a future mutual recognition of electronic attestations.
5.6
Item classification

Item classification and the management of catalogues are two of the most difficult things to address when setting a pan-European framework for electronic public procurement. There exist two kinds of classification systems:

· Purchasing organizations driven 

· Defined by the actual vendors 

These two different types of classification systems have huge differences in their contents, the level of detail, the scope or even the function they are required to accomplish.

While buyer-driven classification systems try to define items generally, vendor classification systems define specific items. The challenge is to align both approaches allowing contracting authorities to request items based on a generic classification system and the economic operator being able to automatically match these generic items from the products list of their own catalogue, following their classification system.

Informative annex on electronic catalogues and classification systems defines preliminary functional requirements for creating new catalogue related profiles for the pre-award phase of the public procurement enhancing the interoperability between product classification schemes to help contracting authorities and economic operators managing catalogues and industry-specific classification schemes.

5.7
Tender Submission

Electronic tender submission and storage is a key aspect in the pre-awarding tendering process. Legal requirements should be taken into account when developing systems and tools that implement this process. Most of the requirements on tender submission and secure storage of the electronic tenders have to be fulfilled by the contracting authority back-end systems. 

Informative annex on tender submission specifies legal requirements for the submission of tender documents to a contracting authority and provides different alternatives that can be built in electronic procurement systems. The requirements on the economic operator system side vary depending on the type of architecture selected but as some of those different alternatives are already deployed in different member states, there is no explicit recommendation on any of the different alternatives.

Every Member State can choose his preferred methodology of providing these tender submission mechanisms to economic operators. The scope for this annex is to provide different approaches and requirements on the tools and/or services aimed at helping contracting authorities and economic operators to guarantee the confidentiality of tender submission in compliance with the legal requirements from the Directive 2004/18/EC and Directive 2004/17/EC. After reading it, Member States can be aware of existing alternatives and the requirements they are imposing to the economic operators depending on their selection. 
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