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1. Preamble

The purpose of the CEN/ISSS Workshop on Business Interoperability Interfaces for Public Procurement is to provide a basic framework for technical interoperability in pan-European public procurement electronic transactions, expressed as a set of technical specifications compatible with UN/CEFACT in order to ensure global interoperability, using the NES and CODICE customizations of OASIS UBL 2.0 as its starting point. 

In order to help the adoption and wide use of the specifications by contracting authorities and businesses, the workshop will include in its deliverables reports on requirements for tools that ensure interoperability in electronic public procurement. 

Working Group 3 focus will be to identify and prioritize the requirements for tools or standards for the different needs (validation, output, input, digital signature, storage and exchange of XML documents) and everything around the document content and business processes



The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",  

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted as described in IETF RFC 2119 [RFC 2119]
. These keywords are capitalized when used to unambiguously specify requirements. When these words are not capitalized, they are meant in their natural language sense.

2. Introduction 

The specifications and recommendations put forward by this workshop as a CWA could be described as a CEN BII eProcurement Framework (BII Framework). The purpose of the CWA is to ensure that instances of eProcurement Frameworks are interoperable. It must be possible to integrate / connect BII Frameworks with each other with as little complications as possible. This is important because private companies and government institutions wants global reach or at least European reach. Most entities are only interested in connecting to one single BII framework Instance. If BII framework instances are not connected, private companies and government institutions may have to connect to several BII framework instances. This is of course a costly and not very attractive situation. 

A CEN BII Framework Instance is an implementation of the CEN BII eProcurement Framework. An instance is a compliant BII Framework Instance if it adheres to the standards and recommendations of the CEN/ISSS WS BII. 

The purpose of this document is to identify the most important design principles and requirements that should guide the establishment of large BII Framework Instances.
2.1
Definitions

2.1.1
Senders and Receivers 

These are the end users of the infrastructure who send and receive business documents. They may be directly connected to the infrastructure, or connecting via existing VAN networks, large government agencies, portals, or small and medium sized companies. They may exchange any type of document in any process using the transport infrastructure. 
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Fig 1 Senders and receivers

2.1.2
Transport and Access Points 

Senders and receivers utilize the Transport Infrastructure via Access Points to the transport. The Access Point handles the actual secure and reliable transport.   

An Access Point may be operated by senders and receivers or an independent service provider. The only requirement is that the organization meets the technical and legal requirements for being an Access Point within the infrastructure.
4. Objective

The objective of this report is to identify the most important design principles and requirements that should guide the establishment of large BII Framework Instances. And in doing so also to highlight how requirements may differ between small Framework Instances and Large Framework instances. 

5. Scope 

The scope of this report is to identify the requirements that are relevant in the establishment of a regional or even global eProcurement Transport Infrastructure. It is an attempt to answer the following question:

What are the central requirements and design principles which should guide the establishment of BII Framework Instances that are capable of growing into a global transport infrastructure?

For some BII Framework Instances it may be difficult to separate out the Transport Infrastructure from a business application. This is the case with service providers offering the whole stack with infrastructure and business applications as a service. The primary focus of this report is on “pure” Transport Infrastructures giving access to many different business applications.

The report will also address how requirements may differ between small Framework Instances and large Framework Instances. Small framework instances may utilize a design which is very different from large framework Instances, because large framework instances have to consider a larger and more holistic set of requirements.

6. Requirements

6.1
High level requirements

The CWA for workgroup 3 contains a number of “High level requirements” which are relevant when establishing a Transport Infrastructure. The relevant requirements in the following will be used as the foundation for the refinement of design principles and more detailed requirements:

6.1.1
Identity

The establishment of an electronic procurement framework relies on the deployment of a cross-border electronic identification solution. 

	BII-HLR01
	Every party participating in the electronic procurement framework MUST be globally uniquely identifiable..


	BII-HLR02
	Every party participating in the electronic procurement framework SHALL be allowed to chose its own identifier and identifier scheme, as long as unique identification is guaranteed


6.1.2
Addressability

Being able to go to a physical endpoint associated with a logical address is a key requirement in the exchange of business documents.

	BII-HLR03
	Every party participating in an electronic procurement framework SHOULD have an electronic endpoint.


6.1.3
Discovery

To exchange electronic documents between parties in a cross-border environment, a major challenge is to find out the other party’s electronic communication endpoint and to understand what are his systems’ capabilities and requirements.
Different levels of maturity and implementation of electronic business interfaces on public administrations and economic operators across Europe obliges to create mechanisms for discovering the supported standards, documents and electronic communication endpoints for trader partners.
	BII-HLR04
	It MUST be possible to discover the electronic communication endpoint and transport protocol, and the  profiles and syntaxes supported for an identified party


6.1.4
Reliability

The purpose of an e-business transport infrastructure is to transport business documents between business partners. The transactions must be performed with high level of security and reliability. E.g. it must be ensured that business documents are actually delivered to the recipient party.

	BII-HLR05
	Transport mechanisms between partei’s electronic endpoints MUST be reliable.


6.1.5
Security

The e-business transport infrastructure is to transport business documents between business partners. The transactions must be performed with a high level of security. E.g. it must be ensured that third parties cannot intercept and read or modify the business documents.

	BII-HLR06
	Transport mechanisms between party’s addresses MUST be secure at a level that corresponds to the perceived risks of loss, modification or exposure of the documents conveyed.


6.1.6
Semantic interoperability

Semantic Interoperability is the ability of two or more computer systems to exchange information and have the meaning of that information automatically interpreted by the receiving system accurately enough to produce useful results, as defined by the end users of both systems. 

	BII-HLR07
	To preserve semantic interoperability of the exchanged business documents, the computer systems participating in the exchange  MUST preserve the semantics of the business documents when converting syntactical formats.


6.1.7
Data Integrity

Data integrity ensures data has not been altered or modified during any operation such as transport or storage.

	BII-HLR08
	It MUST be assured that business document instances are consistent and unchanged during transportation.


6.1.8
Non-repudiation of origin

In electronic procurement, some processes require to ensure that the sender of an electronic document cannot repudiate its validity. 

	BII-HLR09
	Authentication of origin for business document instances MUST be supported.


6.1.9
Confidentiality

Many procurement transactions deal with sensitive information. It may be the sale of goods for military purposes or invoices containing personal information such as bank account numbers, names and addresses. Such information is considered sensitive and it is in most cases required by law that e-business transactions are performed in confidentiality. 

	BII-HLR10
	It MUST be possible to guarantee confidentiality for specific documents.


6.1.10
Universal support 

Electronic business is relevant to organizations of any size. Traditionally only large organizations have been able to take advantage of electronic business primarily due to the cost barriers. The evolution on the Internet has shown that as soon as the barrier for entry is lowered enough even the smallest organizations will take advantage of the new technology. It is therefore important that when new technology is established that the barrier for taking up the technology is sufficiently low.

	BII-HLR11
	The electronic procurement framework MUST support organizations of any size and industry.


6.1.11
Open standards based

An electronic business infrastructure that has to be used for the exchange of millions of business documents of any kind must not be based on proprietary standards or transport layers. This could create at potential lock in to a particular vendor or platform.

	BII-HLR12
	Every component in the electronic procurement framework MUST be based on open standards.


6.1.12
Mutual Recognition
Some documents exchanged during the electronic procurement process have to be legally valid following EU Directives and national legislations. 
Accordingly, the devices for running electronic procurement should comply with specific national requirements. To this end, mutual recognition of trust creating technologies should be encouraged
	BII-HLR14
	Mutual recognition of trust creating technologies SHOULD be encouraged in cross-border scenarios.


6.1.13
Time stamping

In electronic procurement, some processes require to ensure that the exchanged electronic documents must be delivered before a time limit. 

	BII-HLR15
	Time stamping SHOULD be applied in some processes to certify relevant date and time.


6.1.14
Transport Services

The purpose of an infrastructure supporting e-business is to transport business documents between business partners in a cost-effective way. Any services or intermediary parties involved in transportation of these documents need to be able to perform their tasks without interpreting or “understanding” the documents they transfer, unless they are explicitly contracted to do so by one of the business partners. Expressed in another way, intermediaries in general are expected to act on information in the technical envelopes and not on information in the business documents. For the business parties it is a legitimate requirement that their business documents are not opened by intermediaries, irrespective of the documents being classified or not.

The infrastructure is expected to serve for the transfer of all kinds of business documents. Additionally, any change of version or syntax for the business documents should not affect the infrastructure.

	BII-HLR17
	The provisions in communication standards and third party services MUST be such that document exchanges can take place without the intermediaries opening or interpreting the business documents..


6.2
Different perspectives on requirements
The requirements from the previous section give a good guidance on important requirements to be considered when establishing a BII Framework Instance. The list can be summarized into the following properties: 

· Secure. Business messages can be exchanged in integrity, confidentiality and non-repudiation. 
· Reliable. Business messages can be exchanged reliably. 

· Dependable. Access points can be trusted to offer their services according to contract, Service Metadata is reliable. 

· Open. The Transport Infrastructure is open for independent economic operators to establish Access Point or Service Metadata Publishing services. The transport infrastructure builds on top of the internet and existing standards. Centralization is minimized. 

· Inclusive. The Transport Infrastructure supports a broad spectrum of senders and receivers of business documents, ranging from existing VAN networks, large governments, to small- and medium sized companies. 
· Viable. The infrastructure is focused on minimal centralization and has built-in incentives for economic operators to add services.

But the high level requirements lack some nuances that become apparent when different categories of organizations are questioned about how they value different requirements. The following table shows how various “business concerns” are valued by different sizes of organizations:

	Business concern 
	Service  provider
	Large Organization 
	Small Organization 

	Low cost of entry
	( 
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	( ( 
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	( ( ( 
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	Other cost of entry (e.g. complexity, contractual, etc)
	( 
	( ( 
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	( ( ( 
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	Transport-level non-repudiation
	( ( ( 
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	( 

	Privacy
	( ( ( 
	( ( ( 
	( 

	Trust
	( ( ( 
	( ( ( 
	( 

	Avg. latency lower than 5 min.
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	( ( 
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	High volume
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	( ( 
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6.3
Business model(s) behind a Transport Infrastructure

A Transport Infrastructure can be operated by one or more organizations and with a variety of different business models.
In this section there are some samples of operation organizations.
6.3.1
Public sector operated or public sector commissioned and sanctioned

· Free of charge. This model usually entails that the infrastructure is subsidized, or fully owned and operated by a public sector entity. This model could easily end up as a de facto monopoly.

· Commercial service. Subscription based or a metered service or a combination of a subscription and payment for actual use (per message of per MB). The infrastructure is commissioned and sanctioned by the public sector but can be owned and operated by a private service provider or a public sector entity. A private service provider operating such an infrastructure may be secured a de facto monopoly for a number of years in return for their investments in the infrastructure.

6.3.2
Private sector operated

· Commercial services offered by a Value Added Network operator. Subscription based or a metered service or a combination of a subscription and payment for actual use (per message of per MB). A private service provider (Value Added Network operator) operates the infrastructure in competition with other service providers. The service provider may offer additional value added services (e.g. transformation or archiving).

· Commercial service offered by a Bank or a similar financial institution. Subscription based or a metered service or a combination of a subscription and payment for actual use (per message of per MB). The operator(s) of the Infrastructure could decide to operate the infrastructure with a loss because other business with the customer makes up for the loss associated with the operation of the infrastructure.

6.3.3
Co-existence of different business models

There may be many variations to the business models listed above. The business model chosen by a company or a public sector entity also depends on competition (or lack of competition) in the market. 
Competition may also be hampered by service providers trying to make lock-ins for their customers with proprietary interfaces and services. The service providers may not be truly interested in pursuing interoperability to other service providers. This may ultimately lead to companies needing to connect to several service providers.

One business model cannot be said to be superior or “more correct” compared to another business model. It follows from this that a large BII Framework Instance consisting of many service providers should be able to encompass different business models. The architecture of the Transport Infrastructure should not favor any particular business model.

	BII-CR01
	It MUST be ensured that different service providers operating under different business models can co-exist in the same BII Framework Instance.


6.4 
Infrastructure models

The choice of infrastructure model is a critical decision when establishing an eProcurement Transport Infrastructure. In the purest form - there are basically three infrastructure models to choose from: 

1. The peer-2-peer model - where business entities are connected directly to each other without intermediaries (service providers). 

2. The three corner model - where business entities are connected via one single intermediary acting as a hub for the network. 

3. The four corner model - where business entities are connected to a larger network via intermediaries that are connected to other intermediaries. 

Which model to choose depends on the competitive space and commercial model behind the organization(s) establishing the infrastructure.
Any organisation may freely choose whether to use a service provider or not. 

· If a service provider is used, it may manipulate or convert document content only to the extent contracted to do so.

· If two commercial parties engage the same third party (3-corner model), the third party shall clearly separate which actions are taken on behalf of each commercial party.
6.4.1
The peer-2-peer model

The peer-2-peer model is characterized by a design where business entities are connected directly to each other without intervention of service providers. A service provider could play a role in this scenario but it is not a requirement. Several peer-2-peer networks have been realized with existing internet technologies and the technology is well known from instant messaging, streamed media networks and file-sharing networks. This makes peer-2-peer networks look very appealing from an architectural standpoint:

· Peer-2-peer networks can be build on internet technologies;

· Peer-2-peer networks can function across company firewalls allowing business applications to be addressable from the outside.

· Peer-2-peer networks allows companies to exchange business documents with familiar technology
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Fig 2 Peer-2-peer architecture
However - the peer-2-peer model has some built in tensions between small business entities and larger business entities. The reason for this is that there is large gap between the business requirements between the two groups. In contrast to large business entities (e.g. service providers and large organizations) - small organizations (e.g. SME’s) have more limited requirements to service level agreements, security, reliability and non-repudiation. 

The peer-2-peer model is in the technology “comfort zone” of SME’s but not in the technology comfort zone of service providers and large companies. They are not familiar with the technology, the peer-2-peer technology has not proven its value in the eProcurement domain. Another critical issue is how to establish trust between the peers in the network. Service providers and large organizations are reluctant to accept business documents from sources that they do not know and trust or at least sources that are known and trusted by a recognized 3rd party. Finally – service providers and large organizations are very sensitive to the requirement for reliability. A service provider exchanging thousands or hundreds of thousands of business documents every day are dependent on being able to deliver the messages. Business document that cannot be delivered often require human intervention. And the cost associated becomes significant if too many endpoints are unavailable. Large service providers and organizations therefore tend to resent the peer-2-peer model. 

This leads to the following recommendations:

	BII-CR02
	The peer-2-peer model CAN be used as an architectural model for a Transport Infrastructure consisting of many homogeneous SME’s.


	BII-CR03
	The peer-2-peer model SHOULD NOT be used as an architectural model for a Transport Infrastructure consisting of inhomogeneous entities (e.g. service providers and SME’s).


6.4.2
The 3-corner model

The characteristics of the 3-corner model are that a service provider provides a hub through which all communication happens. And business entities must be connected to the same service provider if they wish to exchange business documents. A business entity may have to connect to more than one service provider in order to be connected to all relevant trading partners.
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Fig 3 3-corner architecture
The 3-corner model has proven to work well with both SME’s and larger organizations because the service provider can offer different interfaces to different organizations ensuring that everyone is within their “technology comfort zone”. The disadvantage of the 3-corner model is that business entities may need to connect to several service providers if all of their trading partners are not connected to the same service provider. Furthermore – there has been very little incentive for the service provider to try to improve interoperability between service providers. Improved interoperability would only lead to customer mobility and thus greater sensitivity to competition. Customers are of course more likely to move to another service provider if it is easy to do so. 

	BII-CR04
	The 3-corner model CAN be used as an architectural model for a Transport Infrastructure consisting of inhomogeneous entities (e.g. service providers and SME’s). 


A strong focus on interfaces based on open and recognized standards is important in the 3-corner model. Openness will improve customer mobility and competition.

	BII-CR05
	Transport Infrastructures based on the 3-corner model MUST implement standards-based interfaces. 


The 3-corner model is for obvious reasons not very suitable in scenarios involving several service providers as there is room for one service provider in the model.

	BII-CR06
	The 3-corner model CANNOT be used as an architectural model for a Transport Infrastructure consisting of several service providers.


6.4.3
The 4-corner model

The 4-corner model is characterized by having several service providers exchanging business documents from their respective customers with each other.  The 4-corner model could be seen as a hybrid between the peer-2-peer model and the 3-corner model. E.g. if two traditional service providers (operating 3-corner models) decide to exchange business documents with each other – then the joined up networks become a 4-corner model. A 4-corner model could be defined as joined 3-corner framework instances. The four corner model addresses this problem by connecting intermediaries which has previously acted as the hub in three corner models. 
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Fig 4 4-corner architecture

Large BII Framework Instances should thus be based on a model where service providers act as intermediaries in business transactions between business entities.
	BII-CR07
	The 4-corner model SHOULD be used as an architectural model for a Large Transport Infrastructure consisting of several service providers.


The raison d'être for this model is that there are rather high legal as well as technical requirements to security and trust in the exchanges of business documents. These requirements can be hard to match for small organizations, which are better off signing up with a service provider offering a simpler interface. 

A service provider could be a provider of an eProcurement platform, a bank or a value added network operator. Other kinds of business entities could also establish themselves as a service provider. It is not the business model of the business entity that determines whether it falls into the definition.
	BII-CR08
	A service provider MUST meet the technical and legal requirements of the BII Framework instance in order to be acknowledged as a service provider.


6.5
Trust between service providers 

A trust model defines the technical and legal requirements needed to ensure that service providers connected to the same framework instance can trust each other. 
	BII-CR09
	A BII Framework Instance consisting of multiple service providers MUST have a well-defined trust model.


  

The trust model should deal with the following elements: 
· Mutual authentication of service providers through the use of digital certificates. 
· If several certificate authorities (CA) are used, it may be necessary to validate the digital certificates through 3rd party certificate validation services. In this case the trust model must cover how to handle trust in relationship to the validation services. 
· An important part of a trust model is a legal framework. The legal framework is needed to ensure that the responsibilities between service providers are well defined. A service provider sending or receiving a business document from another service provider must be assured that the other service provider has signed the necessary legally binding agreements regulating the transaction.  This leads to the following requirements:
	BII-CR10
	Service Providers MUST be able to authenticate each other. With current technology this is done with digital certificates.


	BII-CR11
	The trust model MUST be backed with a legal framework.


6.6
Addressing Infrastructure 

The fundamental requirement for a transport infrastructure is that it must allow a sender (an Access Point) to discover the recipient endpoint in order to deliver a business document to the recipient - whether the recipient endpoint is a gateway, a proxy chosen by the recipient, or a technical endpoint set up by the final recipient - and that discovery is a machine-to-machine process. 

	BII-CR12
	A BII Framework Instance MUST implement an Addressing Infrastructure, which allows senders to discover the endpoint of receivers in a machine-to-machine process.


In order to discover this endpoint, the sender or access point should be assumed to know as little as possible information about the recipient or intermediaries between the sender and the recipient, apart from the information that is common to all or most business documents exchanged. This may be as little as: 

· A business level identifier, representing the recipient organization 

· The type of the business level identifier 

· A country code representing the country of the recipient 

· The type of document that the sender wants to send 

The fundamental requirements for the operation of the Addressing Infrastructure is 

· That it must be scalable 

· It should be as decentralized as possible 

· Every recipient endpoint in the infrastructure must be discoverable for every sender 

It would be desirable for the registry infrastructure to support independent, commercially driven registry operators that may connect into the registry infrastructure within some legal agreement framework. 
Assuming these properties of the infrastructure, it should be expected that a large number of independent registries will be operated.  This leads to the following requirement:

	BII-CR13
	An Addressing Infrastructure MUST be scalable.


	BII-CR13
	An Addressing Infrastructure SHOULD be as decentralized as possible.


7
Terminology 

	Business entity 
	An economic unit that controls resources, incurs obligations, and engages in business activities. A business entity can be a private company or a public sector institution. 

	Out-of-band 

  
	Out-of-band is a technical term with different uses in communications and telecommunication. It refers to communications that occur outside of a previously established communications method or channel. 
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