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1. Preamble

The purpose of the CEN/ISSS Workshop on Business Interoperability Interfaces for Public Procurement is to provide a basic framework for technical interoperability in pan-European public procurement electronic transactions, expressed as a set of technical specifications compatible with UN/CEFACT in order to ensure global interoperability, using the NES and CODICE customizations of OASIS UBL 2.0 as its starting point. 

In order to help the adoption and wide use of the specifications by contracting authorities and businesses, the workshop will include in its deliverables reports on requirements for tools that ensure interoperability in electronic public procurement. 

Working Group 3 focus will be to identify and prioritize the  functional requirements and technical specifications for tools or standards for the different needs (validation, output, input, digital signature, storage and exchange of XML documents) and everything around the document content and business processes



The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",  

"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this specification are to be interpreted  as described in IETF RFC 2119 [RFC 2119]
. These keywords are capitalized when used to unambiguously specify requirements. When these words are not capitalized, they are meant in their natural language sense

2. Introduction 

Tender submission follows an specific document exchange pattern between an economic operator and a contracting authority. The tender document, its submission and opening have specific legal requirements that are analysed in this report. These legal requirements are taken from the Directive 2004/18/EC and Directive 2004/17/EC and they deal with confidentiality, transparency and equal treatment of the tenderers. Contracting authorities should provide solutions ensuring tenders confidentiality and secure storage for the documents provided until the opening tenders date. 

Efforts should be done in order to minimize the technical requirements on the economic operator side, trying to get them aligned with the requirements for sending other business documents such as the order or the invoice to facilitate the adoption of electronic tendering processes among the private sector. 

Most systems already deployed by contracting authorities in Europe, either at national or regional level, rely on different technical solutions in order to maintain confidentiality of tenders along its submission, storage and opening. Some of such solutions require specific actions to be performed by the submitter on his tender documents in order to produce and submit a valid tender. 

As different solutions can be devised for protecting the confidentiality of tenders until the opening date, and every contracting authority might choose a different implementation of any of such solutions, each one requiring different processing actions to be taken by the submitter, the lack of standard ways to cater for the confidential submission and storage of tenders might end up in a fragmented market for public tendering across Europe, where economic operators might be forced to support many different technologies, approaches and implementations in order to be able to submit tenders to electronic tendering procedures issued by different contracting authorities across Europe. 

Therefore, the focus should be placed on schemes where the burden for tender confidentiality preservation is taken out from economic operators who, regarding confidentiality issues, should be able to send/submit their tenders the same easy way to any electronic tendering procedures across Europe, and on solutions that can provide contracting authorities with uniform, standards-based, easy to use confidentiality protection for the tenders received. 

Tools and services that have to be implemented have to address the requirements that the European Directive on public procurement has set for submitting tenders. 

The process of submitting tenders is a process that does not occur in isolation but is intimately related to the general flow of the market awareness and the awarding process that administrations usually fulfil through the following activities: 
· Prepare request for proposals 


(internal administration works) 
· Publish tender notification


(market awareness) 
· Request for tenders 



(market awareness and equal treatment) 
· Tender preparation



(internal economic operator works) 

· Submitting tenders 



(confidentiality and equal treatment) 

· Awarding Process 
 


(transparency and equal treatment) 

· Publish awarding notice



(transparency) 


Focusing on tender submission, there are two main different architectural approaches:

· Human to machine interface. A browser is needed to complete the tender submission. 

· Machine to machine interface. A system in which the economic operator is in charge of tender submission. A complementary system in public administrations has to receipt and registry the tenders. 

In both cases requirements on confidentiality, transparency, equal treatment and all the other functional and non functional requirements specified in the Requirements chapter apply, and the analyzed solutions described in the last part of this annex can be built over those two different architectural approaches.
3. References 
3.1 Legal references
· Directive 2004/18/EC of the European Parliament and of the Council of 31 March 2004 on the coordination of procedures for the award of public works contracts, public supply contracts and public service contracts.
3.2 Technical standards

· XML Digital Signature (XMLDsig). XML Signature Syntax and Processing. (W3C Recommendation 10 June 2008).
· XML Advanced Electronic Signature (XAdES) W3C Note 20 February 2003

· XML Encryption. XML Encryption Syntax and Processing. (W3C Recommendation 10 December 2002).

· Advanced Encryption Standard (AES) (FIPS PUB 197). 
3.3 Other reports  

· Functional requirements for eProcurement under the EU framework. European Commission. January 2005. 

4. Objective 

Electronic tender submission and storage is a key aspect in the pre-awarding tendering process. Legal requirements should be taken into account when developing systems and tools that implement that process. Most of the requirements on tender submission and secure storage of the electronic tenders have to be fulfilled by the contracting authority back-end systems. 

One of the main objectives of this report is to lower the barriers for the economic operators when submitting electronic tenders to a tendering process in a cross-border scenario by defining requirements and specifications for tools/services that can relieve economic operators and contracting authorities from the additional complexities stemming from the legal confidentiality-related requirements surrounding tender submission and storage. 
From the economic operator point of view, the aim should be lowering his in-house requirements for submitting a tender to the same level as for submitting any other no confidentiality bound business document to any public business partner. 
The objective of this annex is to provide some sample architecture for conducting tender submission, 

4.1 Profiles affected 

Tender submission capability applies only to the profiles related with the presentation of tenders from the economic operator to the contracting authority in the pre-awarding phase of the public procurement, nevertheless the internal processes not defined in these profiles such as tender preparation, tender evaluation of qualification documents, tender opening or tender awarding are crucial in the overall tendering process to enable economic operators and contracting authorities to drive electronic tendering procedures.
	Profile 
	Data 
	Comment 

	BII profile 11 - Qualification
	Qualification 
	Information about the qualification document that should be disclosed by the contracting authority in a given date, following the tendering process rules. 


	BII profile 12 - Tender Submission
	Tender 
	Information about the tender that must be disclosed by a given date, following the four-eyes principle and the tendering process rules.



5. Scope 

The scope for this report is to provide different approaches and requirements on the tools and/or services aimed at helping contracting authorities and economic operators to guarantee the confidentiality of tender submission in compliance with the legal requirements from the Directive 2004/18/EC and Directive 2004/17/EC. 

6. Requirements

As defined in Directives 2004/18/EC and 2004/17/EC of the European Parliament and of the Council, the award of contracts concluded in the Member States on behalf of the State, regional or local authorities and other bodies governed by public law entities, is subject to the respect of the principles of the Treaty and in particular to the principle of freedom of movement of goods, the principle of freedom of establishment and the principle of freedom to provide services and to the principles deriving there from, such as:
 

· The principle of equal treatment, 
· The principle of non-discrimination, 

· The principle of mutual recognition,
· The principle of proportionality and 

· The principle of transparency


As per Article 6 of the Directive 2004/18/EC the contracting authority shall not disclose information forwarded to it by economic operators, which they have designated as confidential; such information includes, in particular, technical or trade secrets and the confidential aspects of tenders.

This statement is not a general confidentiality statement but specific for information designated as confidential by the economic operator. The long term confidentiality only applies to technical or trade secrets and to confidential aspects of tenders, but most tenders will be required to be maintained confidential until the opening of tenders’ date, where all the tender information is disclosed and shared with all the economic operators.

Annex X of the Directive 2004/18/EC establishes the legal requirements for the devices providing electronic receipt of tenders.

6.1 Legal and functional requirements

6.1.1 Confidentiality

As defined in Directives 2004/18/EC and 2004/17/EC, economic operators can submit electronic tenders to a tendering process. Contracting authorities must provide a way to receive electronic tenders and ensure those electronic tenders are not accessed until the prescribed time for opening of tenders. Its Annex X lists the requirements relating to devices for the electronic receipt of tenders, requests for participation and plans and projects in contests.

Economic operators need to be sure that the tender presentation itself and its contents are preserved so that other economic operators that might be potential competitors cannot get access to their tenders. This implies that until the time of tender submission is over, submitted tenders cannot be accessible to the rest of the economic operators, neither who has presented a tender nor what the contents of the tender is. Contracting authorities should also not get access to the tenders contents until the opening tenders date.


Annex X lets implement this requirement with different technological approaches, encryption being a possible approach, a mechanism should be provided for conveying the information required for the successful encryption of whole documents or specific parts of them.
	It should be possible to perform confidential exchange of business documents between an economic operator and a contracting authority, so no other economic operator can know about a presented tender or its contents. 


	It should be reasonably ensured that, before the time limits laid down, no one can have access to data transmitted (Annex X, c).



6.1.2 Transparency 

Transparency is one of the principles defined in the Community Directive. Annex X establishes the requirements guaranteeing that the contract award procedure is followed transparently.

Access to tendering documents should be done by authorized persons only in a simultaneous action, and subject to the procedure dates and status, following the “four-eyes” principle as defined in the IDABC Functional requirements for electronic Procurement. 
	During the different stages of the contract award procedure, or of the contest, access to all data submitted, or to part thereof, must be possible only through simultaneous action by authorized persons (Annex X, f).


	Simultaneous action by authorized persons must give access to data transmitted only after the prescribed date (Annex X, g). 


	Data received and opened in accordance with these requirements must remain accessible only to persons authorized to acquaint themselves therewith (Annex X, h).


	Only authorized persons may set or change the dates for opening data received (Annex X, e).



6.1.3 Equal treatment

Tender evaluation and awarding are only based on the criteria defined in the call for tenders and their weighing. 
When the economic or objective criteria is under 50% of the awarding weigh then the quality or subjective criteria must be evaluated prior to the economic one, without previous knowledge of the economic criteria sent by the economic operators. 
The fact that there are economic or objective and quality or subjective criteria mark a trend in the sense that the tender economic (objective) criteria must be kept confidential until the experts have assessed the quality (subjective) criteria, so that these value judgments will not affect the final evaluation of the offer.
	In tenders where the economic criteria represent less than the 50% of the awarding, economic criteria must be kept confidential until experts have assessed the quality criteria.




6.1.3 Audit ability and tracking

All the steps in the tendering submission and awarding processes must be kept and recorded for audit ability and tracking purposes. This information must be present when an economic operator makes any complaints that could affect to the tender submission procedure or the awarding procedures.  

To ensure the confidentiality of the submitted tenders and the transparency of the process, the system should log the different actions and help tracking information and actions done by authorized persons. 
	It should be guaranteed that the exact time and date of the receipt of tenders can be determined precisely (Annex X, b). 


	It should be guaranteed that it is easy to detect if data transmitted by an economic operator has been compromised (Annex X, d)


	All the steps in the procedure of tender submission and consequent tender awarding can be traceable 




6.1.4 Electronic tendering terms 

When defining a tendering procedure, contracting authority should define the electronic tender submission terms in order for the economic operators being aware on how to prepare and submit tenders to a specific tendering procedure. 
These terms should define which formats and options could be used, for example, for tender preparation and submission.
Specific tendering terms information should be included in the ‘call for tenders’ document or published in the buyer profile.

	Contracting authorities should define the electronic presentation terms information for every tendering process and include them in the call for tenders or publish them in the buyer profile 




6.1.5 Tender preparation 

Tender documents prepared by economic operators should follow the electronic presentation terms identified by the contracting authorities. 
Electronic tenders should be bound to authorized representatives of the economic operator avoiding repudiation of origin. 
	Electronic signatures relating to tenders must comply with national provisions adopted pursuant to Directive 1999/93/EC (Annex X, a). 



	Tender documents should be prepared following tender submission terms rules.  


	Tender documents integrity and authentication of origin must be verifiable. 


	Authorized representatives of the economic operator must not be able to repudiate submitted and verified tender documents. 



6.1.6 Tender submission 

Economic operators must send the tenders to the endpoints defined in the call for tenders and following the proper protocols and security instructions.

An economic operator can send a tender many times until the presentation deadline, but only the last one will be used as the valid tender when opening the tenders.

Contracting authorities should send and acknowledgement receipt when receiving a tender document with the time stamping of the presentation.

	Economic operators may resend tenders for specific tendering processes before the presentation deadline. 


	Contracting authorities should acknowledge the economic operator about the reception of a tender with the actual date and time of presentation. 


	Contracting authorities must securely store received tenders. 



6.2 Non functional requirements 

6.2.1 Jurisdiction

When presenting tenders to a different country within the European Union, economic operators will be bound not only by Directives but also by national legislation of the contracting authority. Contracting authorities should use their buyer profile to publish information concerning to the applicable national laws and specific tendering process requirements.

	Contracting authority’s national legislation shall apply to all tenders presented for their tendering processes. 



6.2.2 Easy to implement

Tender submission should be technically easy to implement by the economic operators . Building technological barriers that impede access of economic operators, particularly small and medium enterprises, to the electronic tendering systems must be avoided.
	Tender submission should be easy to implement for the economic operator and easy to use for them, despite their size.



7. Tender submission architecture examples
There are two major views on the overall technical architecture to be used when submitting tenders. 

· The human to machine model 

· The business to business model 
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In the human to machine model, the tenderer accesses the contracting authority website and uploads his tender. This process requires the economic operator having a web browser and interacting with the contracting authority systems, uploading tenders and other relevant documents. 

In the business-to-business model, a tenderer could send his tender documents from his actual application directly to the contracting authority application. The submission should be done using public or private networks (PEPPOL, internet...) as with any other type of electronic procurement document. In the case of the tender, and due to the requirements above, the sender always must get back a technical receipt issued by the receiving administration verifying the reception of the message on time. 


Human to machine model is easier to implement for the contracting authorities, as there are different technical approaches to solve the requirements defined above but there is no agreement on using just one of them across Europe.
In this section there is an analysis of five of these different technical approaches that could fulfil legal conclusions based on the collections of requirements for the tools and systems to be built both in the contracting authority and economic operator sides. 
Currently, there are different on-going initiatives in Europe that have implemented one of the five presented approaches, and any of them is still valid if fulfils the legal and functional requirements defined in section 6.1 Legal and functional requirements. The main problem with this tender submission deployment scenario in Europe is the lack of consensus and the use of different approaches, which obliges economic operators implementing different architectures to be able to submit tenders to different public administrations.

To get a broad adoption of electronic tender submission in the pan-European market the focus should be on lowering the barriers for the economic operators.  
Technically, the more suitable technological ways to preserve confidentiality of electronic documents and provide transparency on the whole process and equal treatment of the different economic operators are:

· Encrypting the submitted documents. 

· Restricting access to the submitted documents, setting up a “tender box” system that prevents unauthorized access to documents until a given date.

· Not submitting the actual document but a digested representation such as a detached digital signature, setting up a two-phase submission model.

All those mechanisms can protect tender confidentiality both in human to machine or machine to machine scenarios, the main difference among all them are the requirements on tools that are required both for the contracting authorities and economic operators systems.

In this chapter only five possible approaches are described, but no one is recommended over the other as every approach fulfils the identified requirements. 
7.1 Roles in tender submission
There are two main different roles involved with electronic tender submission:

· Contracting Authorities, responsible for receiving tenders and storing them securely until the opening date.

· Economic Operators, responsible for preparing and submitting the tenders to the Contracting Authorities following the confidentiality rules.

Some functionalities could be easier to implement and more reliable in Trusted Third Parties running a neutral and auditable service.

7.2 Encryption approach (keys from contracting authority)
7.2.1 Overview

In the encryption approach, economic operators build their trust in the contracting authority based on the encryption technology of the tender documents. 

Nevertheless, for contracting authorities to be able to open, i.e. decrypt, the received bids the day of opening of tenders, they should set the rules for encryption, defining the encryption keys for tender documents, official keepers of the keys to decrypt, the encryption algorithms used by economic operators, and so on.
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Fig 2 Encryption approach (keys from contracting authority)
In the figure above, there are two red processes that have been highlighted due to its complexity. 

To maintain the confidence of the economic operator, the contracting authority will be required to implement systems to securely store decryption keys. Generate and distribute decryption keys among officers responsible for opening tenders, preventing the non-authorized use of the keys before the defined opening tenders date.

Although the system may seem the safest technically, the economic operator will have to rely on the contracting authority, in its procedures for key generation and its distribution among the officers responsible for opening tenders to avoid non-disclosure before the time limits defined in the procedure. 
On another hand, the economic operator will be required to encrypt and wrap the tender documents in an envelope that has again some technical difficulties.
7.2.2 Requirements on tools for contracting authorities

Contracting authorities should run a system that allows them to create call for tenders with tender submission specific information attached. The system has to be able to receive encrypted tenders from the tenderers, store them and proceed to the awarding phase decrypting received tenders after the opening date.

Therefore, there are different requirements for contracting authorities systems for every different step of the process.

7.2.2.1 Call for tender preparation

During call for tender preparation, contracting authorities should create encryption keys to be used for economic operators to encrypt their tenders. All or some of the encryption key management could be done by a Trusted Third Party on behalf of the Contracting Authority.
When presenting a tender and as defined in Profile CEN BII 11 and Profile CEN BII 12, an economic operator submits at least two different documents, the qualification document and the tender. Both documents should be encrypted when using this approach, but as these different documents must be opened in different moments of time, more than a single key pair is required, and a standard mechanism to define which key to use when encrypting which electronic document has to be defined to allow economic operators encrypt the documents.

Moreover, as an internal part of this process, the contracting authority system should ensure the simultaneous opening of the received tenders by more than a single officer, using the “four-eyes” principle. 
This means that once the keys have been created, the contracting authority information system must either securely store them allowing only access to the authorized officers or fragment and distribute the decryption keys among the officers responsible for the opening process to avoid future access to received electronic tender information. This internal process has different ways to be implemented:
·     Use the public keys of multiple officers to encrypt the tender document, this means that the economic operator should encrypt the tender multiple times with different keys.  

·     Securely store the tender decryption key, and allowing access based on a combination of digital certificates of the officers plus the opening date of the tender.

·     Divide the decryption key and give different portions of the key to different officers.

The three solutions have to deal with the time limit issue: Despite the mechanism chosen to ensure the confidentiality of the decryption key, it should be ensured that no one could decrypt documents before the opening date. 

Summing up, the requirements for tools in the contracting authority side for preparing call for tenders are:

1.  The Contracting Authority system SHALL generate encryption keys for the different tender documents.

2.  It MUST be possible to define and communicate to the economic operator which key to use for encrypting which document. 

3.  The system MUST implement a mechanism to ensure that the received tender documents cannot be opened before the opening date and by at least two different officers.

7.2.2.2 Call for tender announcement

Another part of the process is to inform economic operators about the process they should follow to present their electronic tenders. 

In the call for tenders’ data model or in the buyer profile, there should be information about supported formats for attachments, signature formats, and certification authorities to make economic operators aware of the tender submission process.

4.  Call for tenders data model MUST include submission information, such as public encryption keys and algorithms. 

7.2.2.3 Tender reception and storage

When receiving encrypted electronic tenders the contracting authority information system has to be allowed to access meta-information about the document received before storing it securely.
Relevant information about the electronic document is the recipient, the originator, the tender process identifier or the issue date. This kind of information is usually known as envelope information and its main purpose is to identify the parties and the contents of the document.

As defined in the Tender data model, this information is already in the main payload of the document, nevertheless, with the encryption approach, the documents either:

·  Should be submitted fully encrypted, therefore a formal envelope wrapping the encrypted documents must be defined to hold this meta-information.

·  Should be partially encrypted, allowing the contracting authority system to collect important metadata for routing and storing purposes from the document payload.

Although partial encryption is an available technology, it could create more interoperability issues and technological barriers than defining an envelope, therefore it is suggested the use of the first alternative.

Referring to the storage, as documents are received encrypted, no additional specific requirements on storage are required in this technical approach. 

5. An envelope data model identifying sender, receiver, tendering process and date and time MUST be defined to wrap encrypted documents.

7.2.2.4 Tender opening for evaluation

In the bids opening event, the contracting authority officers should join and release the security seals of the electronic documents. This means that the encryption key is not enough to preserve the confidentiality of the submitted electronic tenders; yet another mechanism should be implemented to prevent opening of tenders before a given date.
The generation and safekeeping of public and private keys can be also implemented in an HSM (Host Security Module) in the public administration or in a service provider, and this module will be responsible for generation and custody of the public and private keys until the tender opening date. 
6.  To preserve the opening date, an access restriction on tenders or on decryption keys before the opening date MUST be set.

7.2.3 Requirement on tools for economic operators

Economic operators should use tools enabling them to create and encrypt tenders with the encryption keys provided by the contracting authorities.

The main steps to be performed by an economic operator presenting a bid in a tendering process with this approach are described below.

7.2.3.1 Tender preparation

After receiving a call for tenders, an economic operator can start the tender documents preparation. If the ‘call for tenders’ are structured documents, the economic operator system can have the capability to produce a tender based on the information from the call for tenders.

Focusing on the tender submission phase, the economic operator’s system has to be able to read the tender submission terms in the call for tenders and prepare the tender according to them. This means signing, encrypting and preparing the envelope to wrap the document before submitting it to the contracting authority.

1.  The system MUST understand the tender presentation information in the call for tenders.

2.  The system MUST be able to encrypt a whole XML or part of a document following the terms and using the keys submitted in the call for tenders.

3.  The tender MUST be able to generate an envelope with metadata for the tender document being submitted.

The economic operator system can be from his own or a third party web based system.

7.2.3.2 Tender submission

With this approach the tender submission requirements are then relatively low and are actually identical to those for other electronic documents such as the invoice or the order. The only point to take into account is that the submitted document is an envelope with a wrapped encrypted electronic document.

4.  The electronic encrypted tender wrapped inside a formal envelope MAY be sent using standard exchange channels. 

7.3 Tender box approach

7.3.1 Overview

The electronic tender box approach relies on a system that securely receives and stores the submitted tenders until the opening date. With this approach, the economic operator has no requirements for encrypting documents, and the contracting authority system has no requirements for preparing the tender. There is no need to create keys, define things to be encrypted or algorithms to be used.

Instead of adding requirements for the systems on both ends of the electronic relationship, the requirements are defined in a single point, the electronic tender box. An important factor of this approach is that it can be managed either by the contracting authority or by a trusted third party, potentially increasing the level of trust of the economic operator.
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Fig 3 Electronic tender box approach
In the figure above, the tender box is marked in red, as it is the more complex element of this approach. 

Placing most of the legal requirements in the tender box relieves contracting authority and economic operator systems from implementing them, thus facilitating the integration of electronic tendering processes both in contracting authorities and economic operators. 

7.3.2 Requirements on tools for contracting authorities

With this approach, tools required for contracting authorities could be separated from the tender box requirements, allowing the growth of centralized or trusted third party services providing electronic tender box facilities to small contracting authorities. 

In section 7.3.4 below requirements on the electronic tender box system are further analyzed, but focusing on the contracting authority, the different functions that must be performed in the actual contracting authority systems are extremely simplified. 

7.3.2.1 Call for tender preparation

For tender preparation, the contracting authority system should have an interface with the tender box in order to establish the officers allowed to open the received tenders and the opening date. 

1.  Contracting authority SHOULD define the opening date and the officers allowed to open the tenders in the electronic tender box.

7.3.2.2 Call for tender announcement

The electronic tender box should reply with an endpoint for that specific contest where economic operators could submit their bids. The endpoint should be notified in the call for tenders.

2. The call for tenders SHOULD identify the electronic endpoint for tender submission.
7.3.2.3 Tender reception and storage

As the electronic tender box provides secure reception and storage facilities, there are no additional requirements on the contracting authority system.
7.3.2.4 Tender opening for evaluation

Opening of tenders is a feature that should also be provided by the electronic tender box ensuring the confidentiality of the tenders since the submission by the economic operator until the opening event.

7.3.3 Requirement on tools for economic operators

As in the contracting authority side, the requirements for economic operator systems are lowered with this approach, enabling an easy adoption of electronic tendering systems amongst economic operators.
7.3.3.1 Tender preparation

No specific security requirements have to be followed with the electronic tender box approach. Tender and Qualification documents can be prepared as any other type of electronic document.
7.3.3.2 Tender submission

As in the tender preparation, tenders and qualification documents can be submitted as any other electronic document in an electronic public procurement scenario, the only point to be aware of is that it should be done using secure transport protocols to avoid communication security issues.

1. Transport layer security SHOULD be used to submit electronic tenders.

7.3.4 Requirements on an electronic Tender Box system

An electronic Tender Box is a solution that can maintain electronic documents confidentially stored until a given date. An electronic Tender Box can be managed directly by contracting authorities or through Trusted Third Parties. 

The solution is intended for resolving tender submission issues, trying to minimize the impact of implementing the legal and functional requirements both on the contracting authority and economic operator sides when submitting tenders in a tendering process.

If a Trusted Third Party manages the electronic Tender Box, the confidence on the system by economic operators could be increased facilitating the adoption of electronic exchange systems.

In this section there is a list of the main requirements for the implementation and deployment of an electronic Tender Box.

7.3.4.1 Administration interface

The electronic Tender Box must have an administration interface to enable contracting authorities managing contests. Each contracting authority should have an administrator responsible for managing other users and tendering process definition in the Tender Box.

Main requirements for the administration interface are:

1.  Transport protocols between contracting authority users and the electronic Tender Box MUST be secure.

2.  A contracting authority administrator SHOULD be able to manage officers in the electronic Tender Box.

3.  A contracting authority administrator SHOULD be able to setup new calls for tenders, defining the type of procedure, the schedule of presentation of tenders and opening dates and times and responsible officers for the opening process.

4.  As a result of a tendering process definition, the electronic Tender Box MUST return a unique and public uniform resource identifier to the contracting authority administrator identifying the endpoint where the economic operators will be required to submit their tenders.

5.  A contracting authority administrator MUST be able to modify some parameters of the tendering process, enlarging the time limits and changing responsible officers during the contest.

6.  To get all available tenders, all appointed responsible officers MUST be logged in and the date and time must be equal or greater than the opening date and time.

7.3.4.2 Public interface

To let economic operators submit a tender to a given tendering process, the electronic Tender Box must have a set of public interfaces, one per tendering process. 

The public interface should be created on a per-tendering process basis, meaning that when the contracting authority administrator defines the new tendering process, the electronic Tender Box must create the new endpoint and return it to the contracting authority officer as defined in requirement 4 above. Afterwards, the contracting authority officer should include that submission information in the call for tenders’ document as defined in the ‘requirement on tools for contracting authorities’ number 2.

The main requirements for the public interface are:

1.   Transport protocols between users and the electronic Tender Box MUST be secure.

2.   Access rights to an endpoint for tender submission MUST be open and public during the time defined by the contracting authority administrator for a particular contest.

3.   Each contest MUST have a unique endpoint.

4.   Economic operators MUST send non-encrypted tendering documents through the secured (encrypted) public interface.

5.   Economic operators MAY only submit documents to the electronic Tender Box.

6.   Electronic Tender Box MUST return a technical signed receipt notification with the date and time of submission to the document submitter.

7.3.4.3 Security features

The Tender Box must have some built-in security features:

1. Received tenders MUST be securely stored since the tender submission by the economic operator until the opening date. No one can gain access to the received electronic tenders until the date defined by the contracting authority administrator. 

2. Economic operators are not allowed to view nor manage their submitted tenders. To modify a submitted tender, economic operators MUST resubmit it. 

3. During the opening process, the electronic Tender Box SHOULD identify duplicates and present the more recent tender to the contracting authority.

4. To retrieve the received tenders for a tendering process from the Tender Box, the defined officers MUST be logged into the system and the date MUST be the opening date or later. 

7.4 Two phase submission approach

7.4.1 Overview

In the two-phase submission approach confidentiality is preserved because the relevant documents are not actually submitted before the final presentation date. 
Instead of submitting the actual tender or qualification documents, a representation or digest of those documents is submitted from the economic operator to the contracting authority. 
A digest is a string calculated using a cryptographic hash function that is a deterministic procedure that takes an arbitrary block of data and returns a fixed-size bit string, the hash or digest, such that a change to the original data will change the resulting digest value.

Algorithms calculating digest values have four main properties:

    * It is easy to compute the hash value for any given file,

    * It is infeasible to find a message that has a given hash,

    * It is infeasible to modify a message without changing its hash,

    * It is infeasible to find two different messages with the same hash.

By signing the digest, the economic operator binds himself to a tender that is still on his own system. After the deadline for receiving tenders, the economic operator can then submit the tender without encryption, and the contracting authority will have to match the received digest with the actual digest for the received file. If those two digests match, then contracting authority can infer that no one has changed the tender since the reception of the detached signature.
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Fig 4 Two phase submission approach
In the figure above, the process for preparing the detached signature is highlighted because it is a new step that has to be fulfilled by economic operators and requires some technologic expertise.

During the tendering phase, economic operators send the representation of the documents they want to submit and after the tendering presentation date, economic operators are allowed to send the actual documents. The effect of this approach is that in the electronic tendering processes, a new phase or period is required because tender submission is split into two steps, the digested tender submission phase and the actual tender submission phase. From the end date for presentations of tenders, economic operators are not allowed to submit digested tenders and can start submitting actual tenders until de tender opening date.

During the opening act, the contracting authority must take into account the tenders whose digest matches the digest submitted by the economic operator before the end date for presentation of tenders. 

7.4.2 Requirements on tools for contracting authorities

This approach has lower requirements on encryption, but contracting authorities systems should include a new step in their tendering process, allowing the two-phase submittal of tenders.

7.4.2.1 Call for tender preparation

No specific requirements should be met by contracting authority systems when preparing the call for tenders as the mechanism for tender submission can be published once in the buyer profile.

7.4.2.2 Call for tender announcement

The tender submission mechanism can be common for all the tendering processes run by the contracting authority so it can be explained as part of the buyer profile information. Format for the tender digest document and the digest and signature algorithms allowed have to be defined. 

As the presentation process has been modified, the call for tender data model should be modified in order to define new periods and dates.

1. Call for tender data model SHOULD collect additional requirements to specify new process dates.

7.4.2.3 Tender reception and storage

Tender reception has to be done in two steps: First receiving digested information of the actual tender, and in a second step receiving the actual tender. The storage has no special security requirements because the digested information does not handle confidential information, and when the actual tender is received, the confidentially period is over. 

2. Contracting authority system MUST receive and store electronic digests of tender documents. 

3. Digests of tender documents SHOULD be sent with metadata information, such as the economic operator information and the identifier for the tendering process. A data model for the tender digest SHOULD be defined.

4. Contracting authority system MUST be able to receive actual tender documents after the end of presentation of tenders date and before the opening tenders date.
7.4.2.4 Tender opening for evaluation

The opening of tenders should follow a specific methodology to ensure the actual tenders were written before the end of the presentation date. The system has to match actual tenders with digested tender documents through metadata, and check the validity of the received tender documents comparing the digest for the actual tender document with the digest received before the end of presentation date before admitting the document for evaluation.

5. Before admitting a tender document for evaluation, the contracting authority system SHOULD check its validity against the digested value received for the same document.

7.4.3 Requirement on tools for economic operators

This approach imposes certain requirements on the economic operator’s side, requiring the implementation of a special tender submission mechanism, different from the submission of other types of documents such as an invoice or an order.

7.4.3.1 Tender preparation

There are no special requirements during tender preparation for economic operator tools.

7.4.3.2 Tender submission

To create a digest of the tender documents and submit the digested tender document before the end of presentation date; after that deadline submit the actual tender document to the contracting authority. It has to be noted that the tender, once submitted the digest, must be protected to avoid failing in the process of opening.

1. Economic operator’s system SHOULD create a digested version of the tender document and submit it to the contracting authority.

2. System SHOULD lock the tender document, avoiding edition after the submission of the tender digest. 

3. System SHOULD submit the actual tender document between the end of presentation date and the opening of tenders date.

7.5 Encryption approach (keys from economic operator)
7.5.1 Overview

One of the main issues in the first encryption approach was that economic operators should trust in the methodology of securely storing decryption keys in the contracting authority. 
This new encryption approach is similar to the one defined in 7.2 Encryption approach (keys from contracting authority) but in this case, the encryption keys are created by the submitter and forwarded just before the opening of tenders event to the contracting authority.

This way, the economic operator has two major benefits:

· He can check whether the encrypted documents can be decrypted

· He knows no one can open his tender before him submitting the decryption keys.
Figure below depicts this approach. In this case, the complex thing in the economic operator is the generation and encryption of the tender documents process.
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Fig 5 Encryption approach (keys from Economic Operator)
In this case, there is no need for high security systems to preserve the confidentiality of the decryption keys, as its owner is the economic operator.
7.5.2 Requirements on tools for contracting authorities

Contracting authority systems should be able to receive signed documents in a first step and the encryption keys in a second phase. 

7.5.2.1 Call for tender preparation

No specific requirements should be met by contracting authority systems when preparing the call for tenders.
7.5.2.2 Call for tender announcement

No specific requirements should be met by contracting authority systems when announcing the call for tenders. The allowed encryption algorithms should be published in the buyer profile.

7.5.2.3 Tender reception and storage

When receiving encrypted electronic tenders the contracting authority information system has to be allowed to access meta-information about the document received before storing it securely.
Relevant information about the electronic document is the recipient, the originator, the tender process identifier or the issue date. This kind of information is usually known as envelope information and its main purpose is to identify the parties and the contents of the document.

As defined in the Tender data model, this information is already in the main payload of the document, nevertheless, with the encryption approach, the documents either:

·  Should be submitted fully encrypted, therefore a formal envelope wrapping the encrypted documents must be defined to hold this meta-information.

·  Should be partially encrypted, allowing the contracting authority system to collect important metadata for routing and storing purposes from the document payload.

Although partial encryption is an available technology, it could create more interoperability issues and technological barriers than defining an envelope, therefore it is suggested the use of the first alternative.

Referring to the storage, as documents are received encrypted, no additional specific requirements on storage are required in this technical approach. 

1. An envelope data model identifying sender, receiver, tendering process and date and time MUST be defined to wrap encrypted documents.

7.5.2.4 Tender opening for evaluation

In the bids opening event, the contracting authority officers should join and release the security seals of the electronic documents. 
Economic operators should send the decryption keys to the contracting authority to allow the opening process.

2.  Decryption keys MUST be received before the opening date along with Meta data for a contracting authority to identify the tender.

7.5.3 Requirement on tools for economic operators

Economic operators should use tools enabling them to create tenders, generate encryption and decryption keys, encrypt tenders, create envelopes and submit wrapped encrypted tenders to contracting authorities.

The main steps to be performed by an economic operator presenting a bid in a tendering process with this approach are described below.

7.5.3.1 Tender preparation

After receiving a call for tenders, an economic operator can start the tender documents preparation. If calls for tenders are structured documents, the economic operator system can have the capability to produce a tender based on the information from the call for tenders.

Focusing on the tender submission phase, the economic operator’s system has to be able to read the generate encryption and decryption keys and encrypt the tender according to the algorithms allowed by the contracting authority. He must sign, encrypt and prepare the envelope to wrap the document before submitting it to the contracting authority.

1.  The system MUST generate encryption keys.

2.  The system MUST be able to encrypt a whole XML following the algorithms defined by the contracting authority.

3.  The tender MUST be able to generate an envelope with metadata for the tender document being submitted.

7.5.3.2 Tender submission

With this approach the tender submission requirements are split into two phases. First phase is submitting the enveloped encrypted tender that can be done the same way for submitting other electronic documents such as the invoice or the order. 
After the presentation deadline, the economic operator has to submit the encryption keys with metadata allowing the contracting authority to proceed to decryption.

4.  The electronic encrypted tender wrapped inside a formal envelope MAY be sent using standard exchange channels. 
5. After the deadline for tender presentation the system MUST submit the encryption keys to the contracting authority.
7.6 Rely mostly on manual procedures
7.6.1 Overview

This is the “simple” approach – building on the assumptions that the manual procedures already in place for handling tenders in an organization, also are fitting for supporting electronic tender submission, i.e. that there are a trusted department within the contracting organization – separate from the contracting department, that can handle incoming bid for tenders .

In this case, there is no need for advanced software to support the confidentiality etc of the tenders – but on the other side – there are no software-supported proof of non.-breech of confidentiality etc.
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7.6.2 Requirements on tools for contracting authorities

There are no special requirements on tools for the contracting authorities in this setup.

7.6.2.1 Call for tender preparation

No specific requirements should be met by contracting authority systems when preparing the call for tenders.
7.6.2.2 Call for tender announcement

No specific requirements should be met by contracting authority systems when announcing the call for tenders. 
7.6.2.3 Tender reception and storage

When receicing an electronic bid for tender, the contracting authority must have a procedure in place to ensure that a trusted department takes care of the incoming tenders, acknowledges the receipt, and stores them in a secure way until the date when the contracting authority can open them.

7.6.2.4 Tender opening for evaluation

In the bids opening event, the contracting authority officers should receive the tenders from the trusted department.
7.6.3 Requirement on tools for economic operators

There are no special requirements on tools for economic operators in this setup.
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